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Abstract. Dynamo advocates that pre-deployment validation andhigstie in-
trinsically inadequate for tackling the ephemeral anddigpihanging context in
which service oriented applications are deployed. Vailitaimust be shifted to
run-time and continuous monitoring must be introduced. Yéppse a simple ar-
chitecture that, through specific and simple annotatidiwmys for the automatic
creation of instrumented WS-BPEL processes. These pegeasteract with a
special-purpose proxy that enacts the monitoring actiwiind permits us to dy-
namically set the level of monitoring through use of a webdthinterface.

1 Introduction

Run-time monitoring of functional and non-functional beioa is becoming an im-
portant and researched topic in the context of serviceebspstems. The extreme dy-
namism in service provisioning (services can change in atgnember of ways) makes
it difficult to grasp an overall knowledge of the system. Tiig/hy testing cannot fore-
see all the possible variations that may occur during eix@tutvhy validation must
be shifted towards run-time, and why the ideaoftinuous monitoringnust be intro-
duced.

In [2], we propose a proxy-based solution for dynamic maimip of WS-BPEL pro-
cesses. Here we demonstrate such solution through its giuggpframework called
Dynamo Within this work we introduce the idea dflonitoring Rules These define
run-time constraints on WS-BPEL process executions anéxeessed using a spe-
cific language called WSCol, inspired by the lightweightsien of JML [3]. These
rules are kept purposely separate from the process defiiniitiorder to avoid mixing
the business logic with the monitoring logic. This is donedese it helps the designer
concentrate on solving the business problem without hatdrgpntemporarily tackle
monitoring, and in order to allow different monitoring diteves to be associated with
a single process and therefore realize “personalized” toong. The monitoring rules
are kept external to the WS-BPEL process definition up ueiilldyment time, when
they are weaved into the process. The result is an instruiedgmbcess which is capa-
ble of collaborating with our monitoring proxy (call@donitoring managerin order to
verify the monitoring rules at run-time.

The monitoring manager is responsible for providiygnamic monitoringWe believe

it to be of paramount importance to be able to tailor the degfemonitoring after a
process has been deployed and, more specifically, at rim-Tihis is why we associate
meta-level parameters to the single monitoring rules. &hEgameters are consulted



at run-time by the monitoring manager to decide if a monitgrctivity is to be per-
formed or ignored. They can also be modified at run-time thhoai specific graphical
interface. Therefore, the real degree of monitoring depamdthe values these param-
eters assume during the execution of the process, whichrmndiepend on the context
of execution (when, where, and by whom the process is pegdym

Since data can originate both within the process and outflselerocess, the monitoring
manager is built modularly with respect to tlata collectorst can use for collecting
data at different levels of abstraction, and to tla¢a analyzers can use for verifying
the monitoring rules. In this demo we make use of a data aealyzplemented using
x| i nki t [1], and of a dynamic invoker component that can be used ataadHlector
capable of retrieving data from any source that exposes asemfice interface.

2 Context

This demo is based on a slightly modified version of the PizeivBry Company ex-
ample originally proposed in [5].

Suppose that a client wants to eat pizza. With a WAP enablddlenphone, the client
dials thePizza Companwnd, after suitable identificatiod\(t henti cat e Ser -

vi ce), his/her profile Profil e Servi ce) determines which kinds of pizza the
client likes. ThePi zza Cat al og Wb Ser vi ce then offers the client four kinds
of pizza; after selecting the favorite one (Double Cheetbe) client provides his/her
credit card number (included in the client’s profile) whishvalidated by th&r edi t
Card Val i dati on Servi ce. If everything is okay, the client’'s account is debited
and the pizza company’s account is credited. Meanwhilepihea baker is alerted to
the order, because after the selection the pizza appeais brdwser, which is inte-
grated with his cooking gear. Using the address containddmwitihe user’s profile, the
GPS Servi ce is called to get the coordinates of the delivery point. Theeswdinates
are then passed ontoMap Ser vi ce, which processes them and sends a map with
the exact route to the pizza delivery boy on his PDA. The beytbnly needs to deliver
the pizza. In the mean time the client is sent an SMS text ngessa his/her mobile
phone to alert about the delivery of the pizza within 20 masufThis is done using the
SMS Servi ce.

To demonstrate the actual capabilities of Dynamo, we ptdsensimple examples of
monitoring rules and briefly explain their meaning. The fissdmple is a post-condition
to the operatiomget Coor d published by th&PS Ser vi ce. This operation receives
an address as input and returns a UTM (Universal Transveesedtbr) set of coor-
dinates. The set of coordinates comprises a number indgclie zone to which they
refer, and two string coordinates called respectivelyiegstind northing. Both are a
seven character string made up of six numbers and one cearBlee final character is
either an E or a N, depending if it represents and easting orthing. The postcondi-
tion is that the easting and northing be syntactically adrr&he following rule excerpt
only checks the easting. Northings are checked in a simigr w



Locati on:
type = "post-condition"
path = "pat hTol nvokeActivity"
Par anet ers:
priority = 2
Expr essi on:
@nsures easting.length()==7 &&
easting. charAt (6)=="F ;

The above states that the easting must be seven characigesid that it must end with
a capital 'E’. A priority of 2 is associated with the post-clition. The meaning is that
every time the process is executed with a global priority of #ess the post-condition
is verified. On the other hand, if the global process pridstliigher than or equal to 3
then the post-condition is ignored.

The second example is a post-condition to the operatadrivap published by thé/ap
Ser vi ce. This operation takes a UTM set of coordinates and returiREGlimage
of the location. Since the map must be used on the pizza bmadl portable device,
the resolution of the map that is returned must not be highan 80 by 60 pixels.
The following rule only presents the horizontal resolutbmmstraint, while the vertical
constraint is defined in a similar way.

Locati on:
type = "post-condition"
path = "pat hTol nvokeActivity"
Par anet er s:
priority = 4
Expr essi on:
@nsures \returnlnt(wsdl Loc, getResolution, 'inmge’,
Cet | mageResponse. Get | mageRet ur n,
HResol uti on) <= 80;

The above makes use of a special keyworet ur nl nt which can be called to in-
teract with external collectors which are seen as web sesvithis makes it possi-
ble to write assertions that require information that is olatainable from the process
but that must be searched for elsewhere. In this case ameaktservice is used to
calculate the horizontal resolution of the map returnedhsydervice. The operation
get Resol uti on is called on the service publishedws$dl Loc and the returned
HResol uti on is checked against the desired horizontal resolution ofig8lg A
priority of 4 is associated with the post-condition.

3 Scenario

Dynamo works as follows

1 In the following, we will use the concept gfiority as a simplified version of our monitoring
parameters.



— The first step is to design the unmonitored version of thegsecThis can be done
using one of the many visual design tools already availablthe market. In our
demo we will use Oracle’s BPEL Designer [4] which is avaiblk an Eclipse
Plugin.

— The next step is to import the unmonitored WS-BPEL processhynamo’s Vi-
sual Annotation Tool (see Figure 1). By clicking on invokéhates (visualized as
boxes), the tool provides information on the partnerlinksblished between the
process and the external web services. By clicking on thdl $feek dots posi-
tioned above and below WS-BPEL invoke activities, it is loissto define either
pre- or a post-conditions respectively. After all the moriitg rules have been de-
fined, the tool creates thmonitoring definition fileautomatically. The tool also
requires that some initial global process parameters bedaddhey are used at run-
time to determine what should be monitored and what not. éndémo, we will
start by associating an initial global process priority db4he monitored process.
The priorities associated with the example monitoringswdee presented in the
previous section.
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Fig. 1. Annotating the WS-BPEL process

— The third step consists in having Dynamo’s BPEkeave the rules contained in
the monitoring definition file into the process, thus cregtime monitored version
of the WS-BPEL process. For each service invocation thatdias monitored (be
it a pre- or a post-condition), the instrumented procesds tla¢ Monitoring Man-
agerinstead. This monitoring manager decides wether a mongatile has to be
checked by confronting its monitoring parameters with tlubgl process param-
eters. In our simple example, since the global processifyrisr4, all monitoring
rules with a lower priority are ignored. In this case the pamtdition on operation
get Coor d is ignored and only the operatiget Map is checked. In the demo we
will show that the process does not terminate correctly bseaf an error aris-
ing somewhere during the execution. However, some of ouriterimg activities
are not being run due to the global process priority beinghigh. By changing
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Fig. 2. Monitoring Manager Run-Time Interface

the global process priority, we can re-activate some mangaactivities that are
switched off and discover where the problem lies.

— The global process priority of the process in execution carclanged by re-
instrumenting the process or by accessing the monitoringager at run-time
through a web based interface. In the latter case (see FR)umge can choose
the process from the list on the left, and set the new glolmadgss priority to 2 in
order to activate the monitoring of the post-condition oemionget Coor d.

— Re-running the process, we notice that the process once dgas not complete.
This time, though, it behaves differently. An error occutsle checking the post-
condition on operatioget Coor d. The reason is that the easting returned by the
operation is malformed. The process terminates in a moreefiramanner and
presents us with an error message that explains what is goomg (see Figure 3).

4 Conclusions

This short demo briefly presents the main capabilities ofddya, our toolset for run-
time monitoring of WS-BPEL processes. During the demo sessithe framework
will be presented in its entirety by means of the proposedapielivery scenario and
more monitoring rules. Dynamo is available for downloadhtat p: / / www. el et .
polim.it/upload/guinea.
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Fig. 3. Error in post-condition at run-time
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