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Abstract: Service-centric systems are becoming the means to integrate highly het-
erogeneous elements in terms of services managed by different providers, running
on heterogonous operating systems, and developed using various programming lan-
guages. We are convinced that there is a pressing need to investigate how existing
software engineering tools and techniques can be extended and applied to this new
area. This is the primary goal of the SeCSE project, which aims to create methods,
tools, and techniques for system integrators and service providers and to support the
cost-effective development and use of dependable services and service-centric appli-
cations. The project is developing languages, models, and processes that are briefly
summarized in this paper.

1. Introduction

Service-centric systems are systems that integrate services from different providers regard-
less of the underlying operating systems or programming languages of those applications.
The Gartner group [10] predicts that this service-centric development will start to be used
for business systems in a significant way this year and ZapThink [28], a research consul-
tancy, predicts that the market in the US for service-centric solutions will grow from $120
million in 2003 to $8.3 billion in 2008. While quoted figures are currently only predictions,
what is quite evident is that this area will represent a very significant slice of software de-
velopment expenditure in future.

We are convinced that there is a pressing need to investigate how existing software engi-
neering tools and techniques can be extended and applied to this new area. This is the pri-
mary goal of the SeCSE project': it aims to create methods, tools, and techniques for sys-
tem integrators and service providers and to support the cost-effective development and use
of dependable services and service-centric applications. SeCSE will enable the effective
development and deployment of software services to empower organizations and individu-
als in the design and deployment of new systems that meet their immediate and changing
requirements.

SeCSE proposes tools and techniques to provide an integrated development and execution
environment. This means that SeCSE is extending the existing approaches to service and
system specification to include requirements modeling from a service perspective, quality
of service (QoS) specifications and to provide support for using these specifications within
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service discovery and binding mechanisms. The project is also developing languages, mod-
els, processes, and tools that support the analysis and reasoning about service-centric sys-
tems. At the design level, SeCSE focuses on developing and analyzing architectural models
for service-centric systems that accommodate services, components, and their dynamic
composition. At the deployment and operation level, SeCSE focuses on tools and tech-
niques for the validation, testing and run-time monitoring of services and service-centric
systems. Developed methods, tools, and techniques are checked against real-world prob-
lems/scenarios occurring in the industry partners.

The rest of the paper addresses the main technical activities carried out within the projects.
Section 2 highlights the main concepts behind the specification and publication of services.
Section 3 deals with service discovery and composition, while Section 4 addresses the prob-
lem of validating enacted services and systems by means of ad-hoc testing techniques and
runtime monitoring. Section 5 concludes the paper.

2. Specification and Publication

Specification is an activity where service engineering differs markedly from the engineer-
ing of systems based on traditional or other more recent (e.g. CBSE) technologies. The
added dimension for service specification is how a deployed service is described for service
consumers who need to use the specification to discover services that meet their require-
ments. In satisfying the needs of service discovery, a range of information about a service
must be provided. WSDL [27] and UDDI [26] have gained widespread acceptance and be-
come established as (evolving) service description standards. They provide the means to
encode information about, for example, operation signatures, message formats and service
addresses. However, they can describe only a subset of the information about different ser-
vice properties that may be required. For example, information about the semantics of ser-
vice operations or their exception behavior is not supported. Accordingly, a range of new
XML-based specification languages and extensions to existing languages have been pro-
posed or developed to address these shortcomings.

UDDI registries allow the existence of services to be discovered, but the scope of the de-
scription of those services may be limited and variable. Although it is likely that richer de-
scriptions will become more widely available as demand develops, human integrators (for
example) may need a range of different tools to interpret them. The problem becomes even
harder if architecture- and run-time binding is required since, in their most ambitious form,
service properties need to be evaluated and services selected without human intervention.
Since we cannot anticipate which of the many evolving and proposed description languages
will become accepted, or which set of service properties must be specified to enable dis-
covery, SeCSE provides mechanisms to help insulate service discovery from these uncer-
tainties based on a model of service specification abstractions called facets.

A facet represents a property of a service such as, for example, binding, operational seman-
tics, exception behavior. Within a facet, the property can be encoded in a range of appropri-
ate notations. Hence, for example, an operational semantics facet might use OCL or OWL-
S [8] preconditions and effects, or some combination of these and others.

The set of facets available to describe a service, along with the used notations, are repre-
sented explicitly. Hence the integrator doing the discovery can tell whether the information
required to evaluate the service is available and can also understand its format. New facets
can be added to a service specification as they become available. The set of facet types is
not fixed, but new facet types can be defined and facets can accommodate any new notation
that is encodable using XML. All facets are based on a common XML structure. The pro-
ject is also developing a core set of facet types and associated specification languages to
address the problems of facet integrity and consistency.



Publication makes service specifications visible and available to the external world. Several
works exist in the literature that extend UDDI or ebXML and propose federated architec-
tures usually based on the P2P paradigm (for example,[17, 19]). Some of them propose ex-
plicit mechanisms for categorizing registries by means of a specific ontology, or query for-
warding algorithms for federated UDDI registries. Some works analyze [4] or address [9]
the problem of interoperability between heterogeneous registries (e.g., WSDL-based and
ebXML-based registries). Other works address service publication to distributed registries
leveraging a pure P2P infrastructure [18].

SeCSE blends these different proposals and improves them by stressing the idea of federa-
tion of information repositories, and by identifying neat and clear visibility levels among
the user communities that belong to federations. Publication information is stored in proper
registries, which contain the facets associated with services. Registries are organized in
federations, that is, collections of autonomous, possibly heterogeneous, and cooperating
registries. A federation is grounded in a reciprocal relationship shared by all of the constitu-
ents, i.e., it is the result of an agreement made by organizations that run service registries to
achieve common goals: e.g., serving a specific business domain without building a single
central system, supporting trust and network identity for confident cooperation among the
members of the federation, forming a marketplace of registries with similar but competing
services, providing added value services to the members of the federation, and achieve
scalability. A registry can participate in more than one federation.

A federation interconnects different registries by exploiting a peer-to-peer (P2P) approach.
The P2P approach suits well the idea of federation since it supports decentralization, distri-
bution, dynamic configuration, and proper communication protocols among peers. In par-
ticular, different P2P algorithms are available and can be exploited to meet the needs of dif-
ferent flavors of federations (e.g., epidemic algorithms).

A federation interconnects registries belonging to different user communities. A user com-
munity is composed of service providers and service consumers, logically co-located and
sharing the same registry, which is logically unique. User communities can be static (i.e.,
permanent) or dynamic (i.e., transient). Transient communities represent contexts where,
e.g., mobile users and transient services are involved. In this case, mechanisms such as
leased service descriptions, monitoring of service availability and propagation of “de-
advertisements” are used.

Federations are used to propagate information (e.g., service requests or service advertise-
ments) among different registries. Such propagation mechanisms can be tuned by service
providers by specifying proper criteria when publishing. Among the others, they can spec-
ify the scope (local to a certain registry, local to a certain federation, or global), visibility
(based on access policies associated with various user roles), or classification scheme (e.g.,
a taxonomy or ontology of federated registries, based on their business domain). The regis-
try classification scheme is shared and made available within each federation. In addition,
information can be propagated according to a pull (i.e., on demand) or a push (i.e., event
based publish-subscribe) approach.

The affiliation of a user community to a federation may be influenced by specific member-
ship options. In particular, a user community may have a different perception of the exis-
tence of a federation (degree of transparency). When a community joins a federation in
black-box mode, its members only see the local registry and ignore the existence of the fed-
eration. However, the information can be propagated through the federation. In gray-box
mode, members are aware of the existence of the federation, but they do not know its struc-
ture (classification scheme) and, during publication, they can select a local or global scope.
Finally, in white-box mode, members are fully aware of the federation and of its structure.
Publication can be targeted to specific registries, based on the shared classification scheme,
and other criteria can be specified (e.g., visibility).



3. Discovery and Composition

The static and dynamic discovery of services that can fulfill the functionality and quality of
the system, and can be combined to compose the system, is a key feature of service-centric
systems. We divide the service discovery process as a whole into three main activities
namely: (a) early service discovery (ESD), (b) architecture-based service discovery (ASD),
and (c) run-time service discovery (RTD).

Early service discovery is a requirement driven discovery activity concerned with both the
specification of requirements for the system being developed, and the identification of ser-
vices that can satisfy those requirements. SeCSE proposes a process for ESD and some pro-
totype tools. These tools build on the extended service specifications described above to
enable more sophisticated queries than are currently possible using the UDDI inquiry API.
The ESD process is an iterative process, in which services discovered in initial queries are
used to refine those queries, thus enabling the identification of services which more closely
match stakeholder requirements. Different types of queries, such as analogical matching
and constraint removal, will enable different search strategies at different stages in the re-
quirements process. This will support both creativity and innovation in the early stages and,
during later stages, convergence on a set of services that are compliant with both functional
and non-functional requirements. The ESD process may be tailored for use in different con-
texts and by different organizations involved in SCS development. It incorporates estab-
lished standards in requirements engineering, such as the Volere requirements shell [20],
and supports current best practice in use case and scenario-based requirements specification
[16]. It can also be run alongside commercial requirements methods such as the Rational
Unified Process [13].

Architecture-based service discovery is concerned with the identification of services that
can provide the required functionality and quality properties identified during requirement-
based service discovery, and can satisfy systems constraints specified in architectural and
detailed design models of the system being developed. ASD both restricts the list of candi-
date services identified in the ESD, and identifies new alternative services based on the ar-
chitectural constraints. In each iteration, the services identified by ASD are used to amend
and refine the architectural and design models. The result of this activity is a complete
specification of the SCS architecture represented as a composed process and policies de-
scribing how services can be introduced, replaced, and monitored during run-time system
execution. The algorithmic foundation of the approach includes similarity analysis based on
graph matching extending the analogous reasoning proposed in [22] and the goal-driven
approach of [14]. The process requires the existence of semantically rich service specifica-
tions in order to provide precise discovery of service behavior and quality properties.
Run-time service discovery uses system registries to identify services to replace composed
services that may become unavailable or fail to meet specific functional and quality re-
quirements of the SCS during the system execution. It is a challenging activity since it re-
quires efficient discovery of alternative services that precisely match the functional and
quality requirements of the service centric system and replacement of these services during
run-time execution in an efficient and non-intrusive way. To assist the RTD, SeCSE is de-
veloping a supporting run-time infrastructure enhancing the resilience and flexibility of
SCS, as well as a query extraction tool and a range of discovery techniques. The discovery
techniques are concerned with the matching of behavioral service descriptions represented
as state machine based on a goal-oriented approach [24, 14].

Services discovered through ESD and ASD can be composed to obtain a service-based sys-
tem (that can be itself a service). SeCSE offers a language to describe the composition and
a platform that supports the execution of the composition.



The language that is currently being exploited for composition is BPEL [3]. It allows the
developer to define a composition in terms of a process where service operations can be
called in a sequence or in parallel, and different paths can be followed depending on the
evaluation of some conditions. BPEL, however, does not support other aspects that we
think are quite relevant in this context. A first one concerns the possibility of defining ab-
stract compositions where each operation call is not necessarily bounded to a specific ser-
vice operation, but the binding can be deferred at runtime, when the context in which the

composition is executed is known. A second aspect concerns the possibility of adopting a

distributed composition style as opposed to the centralized one upon which BPEL is actu-

ally built. Our composition language leverages from BPEL and provides proper facets that
allow for the definition of the following additional aspects:

e The composition style: at least two styles, orchestration and conversation, have been
identified, but others such as publish/subscribe can be envisaged too [12].

e The composition approach: while the procedural approach is widely used in the com-
munity, a goal-oriented and other intermediate approaches can be envisaged too.

e Exception handling and recovery actions: The management of the exceptional cases
through specific linguistic constructs is mandatory in the service-centric systems, where
dynamism and ephemerality govern many applications. Recovery actions can range
from simple operations aiming at stopping the execution of the composed service in a
safe way to complex operations such as re-binding, re-negotiation, dynamic discovery,
and re-composition.

e Dynamic binding constraints: they drive the dynamic binding decisions, for instance,
they can impose the duration of a binding and the QoS to which selected services must
adhere (e.g., always bind to the cheapest service).

e Negotiation constraints (usually related to QoS): they drive the negotiation phase and
state the boundaries and policies that must be considered while negotiation the QoS pa-
rameters and setting specific service level agreements. For example, if the service has a
different cost according to the throughput we want, we must match required costs with
the amount of money that the client wants to pay for that service.

e Monitoring directives. They describe the aspects to be monitored during the execution
of the composition. They can both address the behavior of the entire composition and
constrain the behavior of the single services called within the composition.

e Variation points. They define those points within a composition where it is possible to
have dynamic variations (e.g., a fragment of the composition could be replaced by an-
other one) without damaging the structure and consistency of the whole composition.

e Transactional behavior: they define the transactional properties to be guaranteed dur-
ing the execution of a composition.

Given a well defined composition of services, we can envisage various ways of executing

it. It could be executed centrally by a single engine that would manage the interaction with

all component services, or in a distributed way by various engines that would coordinate
among each other according to a peer to peer approach. In both cases, an event-based ap-
proach could be exploited to manage coordination between the involved elements. While
whenever the composition itself is defined as distributed, it is reasonable to exploit a dis-
tributed execution approach, when the composition is centralized it could be executed both
in a centralized or distributed way. In this second case, the composition should be distrib-
uted by applying some parallelization criteria. This could result in an improvement of per-
formances of the overall system. With this respect, the project is studying the aforemen-
tioned execution approaches and analyzing the mechanisms needed to deploy a generic
composition according to any of them. A main aspect concerning the execution of a compo-
sition is the possibility to dynamically bind to services [2] (or even to newly created com-
positions of services [15]). In SeCSE dynamic binding can be performed on the basis of



various selection criteria, ranging from QoS considerations to context-depended issues
(think at the case when the service to use depends on the location of the end user).

4. Validation

Similarly to what happens for component-based systems [11], validation activities can be
viewed from different perspectives:

e Developer/provider perspective: the tester is aware of the service implementation,
and wants to ensure that the service correctly provides the piece of functionality for
which the service was conceived.

e User perspective: a user wants to ensure that the service being used (whose imple-
mentation is unknown) behaves correctly (from both functional and non-functional
point of view) with respect to the intended use.

e Third party perspective: a third-party actor, for example a certifier, may want to
ensure service functional and non-functional correctness on behalf of service users.

As shown in the rest of this section, service oriented systems poses several challenges for
the testing activities:

Unit testing is not different from testing of any other piece of software, but in this case se-
mantic annotations can be exploited to automatically generate test cases. SeCSE uses tech-
niques such as constraint programming or genetic algorithms (GAs) can be used, starting
from WSDL descriptions or, if any, from semantic annotations. In the past, similar tech-
niques have been used for traditional systems.

Integration testing is one of the biggest challenges of service-oriented systems. Testing
problems related to dynamic bindings in object-oriented systems [5] are amplified in the
case of service-oriented systems. In presence of dynamic binding, in fact, it is not possible
to determine which particular service is invoked in correspondence of a call site. Ideally,
the caller should be tested against any possible called service. In practice, heuristics should
be identified to reduce the testing effort. For example, as for polymorphism several tech-
niques exist to reduce the number of possible calls in correspondence of a call site [21, 25],
for services the choice can be based on local optimization criteria of QoS objectives or on
discarding services that do not meet QoS constraints. As for object-oriented systems [5]
call-coupling coverage criteria need to be defined.

Performance testing is to be intended in a more general way than for traditional software
systems: we intend here the capability of the service to meet a Service Level Agreement
(SLA). When a user acquires the right to use a service, he/she stipulates a SLA with the
provider, and the latter agrees to ensure proper levels of QoS. A performance testing of a
service will have therefore the aim to break SLA constraints.

While the optimal set of bindings can be determined [7], the actual QoS strongly depends
on service inputs. SeCSE proposes the use evolutionary testing techniques (in particular
GAs) to search for combinations of inputs and bindings that violate the SLA.

Regression testing is intended to test the behavior of a system in subsequent executions.
When users buy a service, they expect that the service keeps behaving in the same way.
However it can happen that the developer/provider may change the service implementation,
leaving the interface unchanged. In that case the user may not be aware of the change made,
while such a change can influence the behavior of the system. This constitutes a substantial
difference between regression testing of component-based systems and regression testing of
service-oriented systems: while components are physically integrated in the system, this is
not the case for services, which evolve independently of the systems using them.

As others did for components, SeCSE proposes [6] to provide services with test suites that
the users can periodically re-run to ensure that the functional and non-functional service
behavior is preserved through evolution. These test suites are published as service facets, so



that users can download and periodically run them against the service. The test suites con-
tain, for each input sequence, assertions on outputs and on expected QoS values.
Given the degree of dynamism and evolution of service-centric system, the capability of
probing the execution of such applications is a key component of the deployment frame-
work since most of the validation activities must be shifted at runtime. SeCSE is working
on both the languages and the framework that are necessary to ensure runtime monitoring
of both functional and non-functional properties. The proposed monitoring language de-
fines three main types of information:
e Monitoring properties: the functional (mainly pre and post-conditions on service
operations) and/or non-functional properties to be monitored
e Monitoring directives: rules on how and when a property should be monitored.
Some examples could be priorities, validity conditions, trusted providers, etc. These
are useful for providing dynamic reconfiguration of the monitoring activities.
e Recovery actions: indications of the nature of the corrective actions that must be
taken if a monitored property is not maintained at runtime.
The SeCSE monitoring language permits the definition of monitoring properties at different
levels of abstraction, making it possible for end-users to set their monitoring necessities as
well. The proposed framework is capable of monitoring both functional and non-functional
properties with respect to the three views identified so far (provider, user, third-party). This
is achieved by using monitors that are generally made of three simple sub-components: a
data collector is responsible of collecting, at runtime, the information that is required for
checking a certain property, a data analyzer is responsible of analyzing a certain property
and a monitor manager is the component responsible for managing the setup, configuration,
and possible tear-down of the monitor service.
The framework is extensible in terms of monitor implementations and in terms of data col-
lectors and data analyzers. This means that multiple data sources can be used. Data is cur-
rently collected under the form of run-time events through monitoring sockets provided by
the service execution environment, under the form of data sent to and from services, and
under the form of data and event history logs. This provides us with a framework capable of
three levels of monitoring. Service monitoring is the lowest level probing activity and
works at the level of the messages that services send and receive. It can be used to get in-
formation on performance, throughput, and other QoS-related information on the usage of
single services. System monitoring [23] applies to composed services and analyses the
events generated during the execution of a composed service. Service execution and moni-
toring proceed in parallel: monitoring “oversees” the execution of the selected process. It
can be used to monitor both QoS and functional properties. System probing [1] inserts
special-purpose probes in the process under analysis. During the execution of the composed
service, the assertions embedded in added probes are checked before and after calling a
component service. Corrective actions (i.e., recovery actions) can be taken as soon as a
given assertion is not verified. This approach is invasive and might heavily impact the exe-
cution of the whole process, but it allows timeliness and fine-grained probing in reacting to
anomalous situations.
Monitoring rules and the processes on which they are applied are separate entities. The
weaving between them can be both static and dynamic. The project is studying the use of
dynamic aspects to set and govern the monitoring effort dynamically.

5. Conclusions and Future Work

The paper has presented the main proposals and research issues addressed by the SeCSE
project. All the main technical activities are still in progress and are about to be blended in a
homogenous SeCSE framework for the development and enactment of service-centric sys-
tems.



SeCSE is a four-year project and thus our future work comprises the completion of all the
technical activities sketched in the paper and the demonstration of the SeCSE methodolo-
gies and tools on selected case studies.
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