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MPLS 
What i t I s  N o t an d  What I t I s

•• MPLS IS NOTMPLS IS NOT
–a mechanism that allows router to forward packets in a 
faster way …. . router are already  faster……
–only  the integ ration of I P  and A T M  ( this is one of the M P L S  
applications)

•• MPLS ISMPLS IS
–b ased on a forwarding  alg orithm simpler than traditional I P  
forwarding  alg orithm
–the enab ler of much more new serv ices and functionalities 
than the traditional I P  paradig m 
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MPLS i s  a  C o m p o n e n t

• MPLS is part of the overall solution:

• MPLS V PN
MPLSMPLS+ B G P+ A d d r e s s e x t e n s i o n s + m u l t i p l e f o r w a r d i n g  t a b l e s

• T raffic  Eng ineering
MPLSMPLS+ O SPF / I S-I S e x t e n s i o n s + C o n s t r a i n e d SPF

• D iffServ aw are T E 
MPLSMPLS+ O SPF / I S-I S e x t e n s i o n s + C o n s t r a i n e d SPF + D i f f Se r v
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MPLS V PN  B e n e f i t

• MPLS VPN combines the best features of overlay 
VPN and  p eer-to-p eer VPN:

–P rov ider E dg e routers participate in customer routing ,  
g uaranteeing  optimum routing  b etween sites and easy  
prov isioning .
–P rov ider E dg e routers carry  a separate set of routes for 
each customer ( similar to the dedicated P rov ider E dg e 
router approach) .
–C ustomers can use ov erlapping  addresses.
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MPLS VPN B enef it :  Lo w er O p erat io nal  Co st

• Update traffic matrix
• A dd ( n -1 )  P V C s  to  co n n ect n ew  C P E
• R es iz e fu l l  P V C  mes h
• Update O S P F  des ig n
• R eco n fig u re each  C P E  fo r n ew  L 3  to po l o g y

• C o n fig u re n ew  C P E
• Update edg e L S R

O v e r l ay  V P NO v e r l ay  V P N M P L SM P L S -- b as e d  V P Nb as e d  V P N
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RFC2745bis Net w o rk  Co mp o nent s and  D ef init io n 
o f  VPN

• I p 1 : A  s e t  o f  s i t e s  a r e  a t t a c h e d  t o  a  c o m m o n  n e t w o r k :  t h e  B a c k b o n e
• I p 2 :  D e f i n e d  p o l i c i e s  a l l o w s  t o  c r e a t e  s u b s e t s  o f  t h i s  s e t  ( i . e .  s u b s e t  x )
• St 1 : T w o  s i t e s  m a y  h a v e  I P c o n n e c t i v i t y  o v e r  t h e  B a c k b o n e  O N LY  I F  a t  l e a s t  o n e  s u b s e t  c o n t a i n s  t h e m  b o t h
• St 2 : T h e  s u b s e t s  a r e  V PN s ->  T w o  s i t e s  h a v e  I P c o n n e c t i v i t y  o v e r  t h e  c o m m o n  b a c k b o n e  o n l y  i f  t h e r e  i s  s o m e  V PN  w h i c h  c o n t a i n s  t h e m  b o t h
• St 3 :  I f  a l l  t h e  s i t e s  i n  a  V PN  a r e  o w n e d  b y  t h e  s a m e  e n t e r p r i s e  t h e  V PN  m a y b e  t h o u g h t  a s  a n  I N T R A N E T .  I f  v a r i o u s  s i t e s  i n  a  V PN  a r e  o w n e d  b y  d i f f e r e n t  e n t e r p r i s e s  t h e  V PN  m a y b e  t h o u g h t  a s  a n  E X T R A N E T  

Site #1

Site #1

C E  r o u ter

Site #2

Site #4

Site #8

Site #7

Site #5

Site #3

Site #n

P E  R o u ter
P O P -X P  R o u ter

P E  R o u ter
P O P -Y

B a c k b o ne

Site #6
subset x

subset x

A tta c h m en t c i r c ui t
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Si t e s  a n d  C E s

• Site is consid er to be a set of I P systems that have 
mutual I P connectivity that d oes not req uires the 
B ack bone ( as p reviously d efined ).

• C E  is alw ays reg ard ed  as being  in a sing le site.
• A  site may belong  to multip le VPNs
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PE  A r c h i t e c t u r e

V R F -1

V R F -2

V R F -n

Global
R ou t i n g
T able

CE-1CE-1

CE-2CE-2

CE-nCE-n

P  R ou t e rP  R ou t e r

P E

H ow  t o c on s t r ai n  d i s t r i bu t i on  of  r ou t i n g  i n f or m at i on  at  P E  t h at  h as  s i t e s  f r om  m u lt i p le  ( d i s j oi n t )  V P N s at t ac h e d  t o i t .
Single Forwarding Table on PE doesn’t  allow p er V PN  segregat ion of  rou t ing inf orm at ion
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V R F  a n d  A t t a c h m e n t s  C i r c u i t s

E ach PE  has several routing  T able:
• O ne G lobal R outing  T able 
• Multip le VPN R outing  and  F orw ard ing  T able ( VR F s)

–A n attchement circuit associated with a V R F  is known as 
V R F  attachement circuit.  

CE-xCE-x
P EP E

VRFx G l o b a l
RT

I p p k ts

D es tina tio n I P  a d d r es s
I s  l o o k ed  u p  in V R F

R t r yR t r y

I p p k ts

D es tina tio n I P  a d d r es s
I s  l o o k ed  u p  in G l o b a l  R T

V R F x A tta c h m ent C ir c u it

A tta c h m ent C ir c u it



10

P

C u s t o m e r  A

C u s t o m e r  B

C u s t o m e r  A

C u s t o m e r  C

C u s t o m e r  B

PE PE

C u s t o m e r  C

R o u t i n g  I n f o r m a t i o n  Pr o p a g a t i o n  A c r o s s  
t h e  P-N e t w o r k

Q: H o w  w i l l  P E  r o u t e r s e x c h a n g e  c u st o m e r  r o u t i n g  i n f o r m a t i o n ?

IGP for Customer C

IGP for Customer B

IGP for Customer A

IGP for Customer C

IGP for Customer B

IGP for Customer A

A 1 : R u n  a  d e d i c a t e d  I n t e r i o r  G a t e w a y  P r o t o c o l  ( I G P )  f o r  e a c h  c u st o m e r  
a c r o ss P -n e t w o r k .

W r o n g  a n sw e r :
• T h e  so l u t i o n  d o e s n o t  sc a l e .
• P  r o u t e r s c a r r y  a l l  c u st o m e r  r o u t e r s.
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P R o u t e r

C u s t o m e r  A

C u s t o m e r  B

C u s t o m e r  A

C u s t o m e r  C

C u s t o m e r  B

PE PE

C u s t o m e r  C

R o u t i n g  I n f o r m a t i o n  Pr o p a g a t i o n  A c r o s s  
t h e  P-N e t w o r k  ( c o n t . )

Q: H o w  w i l l  P E  r o u t e r s e x c h a n g e  c u st o m e r  r o u t i n g  i n f o r m a t i o n ?

B e t t e r  a n sw e r ,  b u t  st i l l  n o t  g o o d  e n o u g h :
• P  r o u t e r s c a r r y  a l l  c u st o m e r  r o u t e r s.

A 2 : R u n  a  si n g l e  r o u t i n g  p r o t o c o l  t h a t  w i l l  c a r r y  a l l  c u st o m e r  r o u t e s
i n si d e  t h e  p r o v i d e r  b a c k b o n e .

A  d e d i c a t e d  r o u t i n g  p r o t o c o l  u se d
t o  c a r r y  c u st o m e r  r o u t e s
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A  d e d i c a t e d  r o u t i n g  p r o t o c o l  u se d
t o  c a r r y  c u st o m e r  r o u t e s b e t w e e n  P E  r o u t e r s

P R o u t e r

C u s t o m e r  A

C u s t o m e r  B

C u s t o m e r  A

C u s t o m e r  C

C u s t o m e r  B

PE PE

C u s t o m e r  C

R o u t i n g  I n f o r m a t i o n  Pr o p a g a t i o n  A c r o s s  
t h e  P-N e t w o r k  ( c o n t . )

Q: H o w  w i l l  P E  r o u t e r s e x c h a n g e  c u st o m e r  r o u t i n g  i n f o r m a t i o n ?

T h e  b e st  a n sw e r :
• P  r o u t e r s d o  n o t  c a r r y  c u st o m e r  r o u t e s;  t h e  so l u t i o n  i s sc a l a b l e .

A 3 : R u n  a  si n g l e  r o u t i n g  p r o t o c o l  t h a t  w i l l  c a r r y  a l l  c u st o m e r  r o u t e s
b e t w e e n  P E  r o u t e r s. U se  M P L S  l a b e l s t o  e x c h a n g e  p a c k e t s b e t w e e n
P E  r o u t e r s.



13

A  d e d i c a t e d  r o u t i n g  p r o t o c o l  u se d
t o  c a r r y  c u st o m e r  r o u t e s b e t w e e n  P E  r o u t e r s

P R o u t e r

C u s t o m e r  A

C u s t o m e r  B

C u s t o m e r  A

C u s t o m e r  C

C u s t o m e r  B

PE PE

C u s t o m e r  C

R o u t i n g  I n f o r m a t i o n  Pr o p a g a t i o n  A c r o s s  
t h e  P-N e t w o r k  ( c o n t . )

Q: W h i c h  p r o t o c o l  c a n  b e  u se d  t o  c a r r y  c u st o m e r  r o u t e s b e t w e e n  P E  r o u t e r s?
A : T h e  n u m b e r  o f  c u st o m e r  r o u t e s c a n  b e  v e r y  l a r g e . B G P  i s t h e  o n l y

r o u t i n g  p r o t o c o l  t h a t  c a n  sc a l e  t o  a  v e r y  l a r g e  n u m b e r  o f  r o u t e s.

C o n c l u si o n :
B G P  i s u se d  t o  e x c h a n g e  c u st o m e r  r o u t e s d i r e c t l y  b e t w e e n  P E  r o u t e r s.
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A  d e d i c a t e d  r o u t i n g  p r o t o c o l  u se d
t o  c a r r y  c u st o m e r  r o u t e s b e t w e e n  P E  r o u t e r s

P

C u s t o m e r  A

C u s t o m e r  B

C u s t o m e r  A

C u s t o m e r  C

C u s t o m e r  B

PE PE

C u s t o m e r  C

R o u t i n g  I n f o r m a t i o n  Pr o p a g a t i o n  A c r o s s  
t h e  P-N e t w o r k  ( c o n t . )

Q: C u st o m e r s c a n  h a v e  o v e r l a p p i n g  a d d r e ss sp a c e s. H o w  w i l l  
i n f o r m a t i o n  a b o u t  t h e  sa m e  su b n e t  o f  t w o  c u st o m e r s b e  p r o p a g a t e d
v i a  a  si n g l e  r o u t i n g  p r o t o c o l ?

A : C u st o m e r  a d d r e sse s a r e  e x t e n d e d  w i t h  a  6 4 -b i t  p r e f i x  ( r o u t e  
d i st i n g u i sh e r —R D )  t o  m a k e  t h e m  u n i q u e . U n i q u e  9 6 -b i t  a d d r e sse s a r e  
e x c h a n g e d  b e t w e e n  P E  r o u t e r s.
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A d d r e s s  E x t e n s i o n

• How to support V P N s wi th out i m posi n g  c on stra i n ts on  a d d re ss 
a l l oc a ti on / m a n a g e m e n t wi th i n  V P N s ( e . g . ,  a l l owi n g  pri v a te  a d d re ss 
spa c e  [ R F C 1 9 1 8 ] )  ?

–constrained distribution of routing information uses BGP
–BGP is designed w ith  th e assump tion th at addresses are uniq ue
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• MP-B G P E x t e n s i o n s  a l l o w  B G P t o  c a r r y  r o u t e s  f r o m  m u l t i p l e  a d d r e s s  f a m i l y
• V PN -I Pv 4  a d d r e s s  f a m i l y   “m a k e ” t h e  I Pv 4  a d d r e s s  u n i q u e  i n s i d e  t h e  

Pr o v i d e r  B a c k b o n e
• T h e  V PN -I Pv 4  a d d r e s s  i s  1 2  b y t e s  l o n g

A d d r e s s  E x t e n s i o n s
VPN-I Pv 4  a d d r e s s

I P v 4  A d d r e ssI P v 4  A d d r e ss
4  b y t e s4  b y t e s

R o u t e  D i st i n g u i sh e rR o u t e  D i st i n g u i sh e r
8  b y t e s8  b y t e s
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A d d r e s s  E x t e n s i o n s
VPN-I Pv 4  a d d r e s s

CECE PEPE PEPE CECE

IPv4
R o u t i n g  
U p d a t e

IPv4 a d d r

M P-B G P 
U p d a t e

IPv4 a d d rR D

IPv4
R o u t i n g  
U p d a t e

IPv4 a d d r

CO N T R O L  PL A N E O PER A T I O N  O N L Y
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A d d r e s s  E x t e n s i o n s
Route Distinguisher

• R o u t e  D i s t i n g u i s h e r s  a r e  a s s i g n e d  b y  a  S e r v i c e  Pr o v i d e r
• R o u t e  D i s t i n g u i s h e r s  a r e  g l o b a l l y  u n i q u e  ( b y  v i r t u e  o f  a s s i g n m e n t )  
• R o u t e  D i s t i n g u i s h e r  i s  s i m p l y  a  n u m b e r  a n d  d o e s  n o t  c o n t i n a n y  

i n h e r e n t  i n f o r m a t i o n
• S i m p l e  V PN  t o p o l o g i e s  r e q u i r e  o n e  T h e  R D  p e r  c u s t o m e r .
• T h e  R D  c o u l d  s e r v e  a s  a  V PN  i d e n t i f i e r  f o r  s i m p l e  V PN  t o p o l o g i e s ,  b u t  

t h i s  d e s i g n  c o u l d  n o t  s u p p o r t  a l l  t o p o l o g i e s  r e q u i r e d  b y  t h e  c u s t o m e r s .
•• N o t  u s e d  f o r  c o n s t r a i n e d  d i s t r i b u t i o n  o f  r o u t i n g  i n f o r m a t i o n  ( r oN o t  u s e d  f o r  c o n s t r a i n e d  d i s t r i b u t i o n  o f  r o u t i n g  i n f o r m a t i o n  ( r o u t e  u t e  

f i l t e r i n g )f i l t e r i n g )
–Route filtering is based on Route Target and Site of Origin Communities 
A ttributes
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R o u t e  T a r g e t s

• Some sites have to participate in more than one VPN—RD  cannot 
id entif y  participation in more than one VPN.

• A  d if f erent method  is need ed  in w hich a set of  id entif iers can b e 
attached  to a rou te.

• RTs w ere introd u ced  in the M PL S VPN architectu re to su pport 
compl ex  VPN topol og ies.
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W h a t  A r e  R o u t e  T a r g e t s ?

• Route targets (RT s)  are B G P  attri b utes of  a route
• E x ten d ed  B G P  c om m un i ti es are used  to en c od e th ese 
attri b utes.
– E x tend ed  commu nities carry  the meaning  of  the attrib u te 
tog ether w ith its val u e.

• E v ery  V RF  i s assoc i ated  w i th  on e or m ore Route 
T argets

• A n y  n um b er of  RT s c an  b e attac h ed  to a si n gl e route.
• A ssoc i ati n g a p arti c ul ar Route T arget attri b ute w i th  a 
route al l ow s th at route to b e p l ac ed  i n  th e V RF s
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H o w  D o  R o u t e  T a r g e t s  W o r k ?

• E x port RTs are attached  b y  a PE  rou ter to a rou te received  f rom 
site S ( at the time of  convertion into a VPNv4  rou te) .

• I mport RTs are u sed  to d etermine w heter a rou te received  f rom 
another PE  cou l d  b e pl aced  in the VRF  associated  w ith Site S

• Rou te targ ets u su al l y  id entif y  VPN memb ership,  b u t they  can al so
b e u sed  in more compl ex  scenarios.

• VPN-I Pv 4  r o u t e  i s  e l i g i b l e  f o r  i n s t a l l a t i o n  i n  VR F  i f  t h e r e  i s  s o m e  
R T  w h i c h  i s  B O T H  o n e  o f  t h e  r o u t e  R T s a n d  o n e  o f  t h e  VR F  
I m p o r t  R T s
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CECE PEPE PEPE CECE

IPv4
R o u t i n g  
U p d a t e

IPv4 a d d r

M P-B G P 
U p d a t e
R T = X

IPv4 a d d rR D

IPv4
R o u t i n g  
U p d a t e

IPv4 a d d r

PEPE CECE
MP- �B G P 

U p d a t e

R T = X
I Pv 4  a d d r

R D

VRF Red
I m p o r RT = x

VRF Red
I m p o r RT = y

H o w  D o  R o u t e  T a r g e t s  W o r k ?  ( c o n t . )
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R o u t e  T a r g e t s  t o  i m p r o v e  s c a l a b i l i t y .

• A  route c an  on l y  h av e on e RD  b ut m ul ti p l e RT s.
• B G P  sc al ab i l i ty  i s i m p rov ed  w i th  on e route w i th  
m ul ti p l e attri b utes i n stead  of  m ul ti p l e routes.

• RT s c oul d  h av e b een  av oi d ed  c reati n g m ore routes 
(th us usi n g m ore RD s)  b ut sc al ab i l i ty  w oul d  h av e 
suf f ered  f rom  th at.
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How MPLS Forwarding works for VPNs?
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The backbone routers (P) do not have 
any  i nf orm ati on about V PN s ->  H ow  
are p ackets f orw arded f rom  one si de 
to another?  

MPLS F o r w a r d i n g
Packet forwarding
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T h e  F o r w a r d i n g  F l o w

When a PE  receives a p ack et s it  l o o k s int o  t he V R F  co rresp o nd ing  t o  t he at t achm ent  circu it

I s t he p ack et ’s nex t  ho p  reachab l e o ver a V R F  at t achem ntcircu it ?

T he p ack et  has t o  t ravel  o ver t he b ack b o ne.  I t  w il l  have a B G P N ex t  H o p  and  t he B G P N ex t  H o p  w il l  have assig ned  an M PL S  L ab el  ( V PN  ro u t e l ab el )

D o es t heB ack b one su p p o rt  M PL S ?

PE R o u t ers insert  / 3 2  ad d rPref ix ( t hem sel ves)  in I G P  co re .  T hu s M PL S  w il l  assig n a l ab el  t o  t he ro u t e t o  each PE

I s t here t raf f ic eng  t u nnel  t o  t he B G P N ex t  ho p ?

T he M PL S  Pack et  carry ing  o nl y  t he V PN  ro u t e l ab el  w il l  b e t u nnel l ed  t o  t he B G P N ex t  H o p  u sing  M PL S  in I P/ G R E T echniq u es

T he p k t w il l  have I G P nex t  H o p  t hat  is t he nex t  ho p  t o  t he I G P ro u t e t o  t he B G P N ex t  H o p .

T he p ack et  is sent  t o  t he I G P nex t  H o p  carry ing  o nl y  t he V PN  ro u t e l ab el

T he I G P nex t  ho p  w il l  have assig ned  a l ab el  f o r t he b est  m at ch ro u t e t o  B G P N ex t  H o p .  T his is t he T U N N EL  L A B EL  and  is p u shed  o n as p k t t o p  l ab el .  T he p ack et  is t hen f o rw ard ed  t o  t he I G P nex t  ho p .

B G P N ex t  H o p = I G P N ex t  H o p ?

y es

no

no y es

T he p ack et  is sent  o u t  o n t he eg ress at t achm ent  circu it
y es

no
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T w o -l e v e l  l a b e l  s t a c k :  H o w  i t  W o r k s

I n g r e s s  PE

CE1 CE2

P-i n P-o u t

IP
p a c k e t

Dest =  1 . . 1 . 1 . 0 / 2 4

IG P L a b e l  f o r  PE 2
vi a  L D P

IG P L a b e l  f o r  PE 2
vi a  L D P

IG P L a b e l  f o r  PE 2
vi a  L D P

IP
p a c k e t

IGP L a b e l ( E g r PE )

I P
p a c k et

VP N  l a b el  =  X

I G P  L a b el ( P E 2 )

I P
p a c k et

VP N  l a b el  =  X

I ng ress PE receives I P p ack et
L o o k u p  is d o ne o n sit e V R F  
B G P ro u t e w it h N ex t -H o p  and  

L ab el  is f o u nd
B G P nex t -ho p  ( Eg ressPE)  is 
reachab l e  t hro u g h I G P ro u t e w it h 
asso ciat ed  l ab el

Eg ress PE receives t he p ack et s w it h 
t he l ab el  co rresp o nd ing  t o  t he 
o u t g o ing  int erf ace ( V R F )
O ne sing l e l o o k u p
L ab el  is p o p p ed  and  p ack et  sent  t o  I P 
neig hb o r

Penu l t im at e H o p  Po p p ing
P-o u t  is t he p enu l t im at e ho p  f o r t he 
B G P nex t -ho p
P-o u t  rem o ve t he t o p  l ab el
T his has b een req u est ed  t hro u g h L D P 
b y  Eg ress PE

Eg r e s s  PE

B G P  ( Dest =  R D: 1 . 1 . 1 . 0 ,  N ex t-H o p  =  E g r ess P E ,  L a b el  =  X )

I P
p a c k et

VP N  l a b el = X


