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Areas of specialization
Computer security (anomaly-based intrusion detection, alert correlation, web application ŀrewalls,
anti-forensics).

Current position
Ph.D. Candidate, Dip. di Elettronica e InformazioneȘ/șȗȗȞ-
Politecnico di Milano, Italy

Association Memberships
IEEE - Institute of Electrical and Electronics Engineersșȗȗȟ-
Student member.
ISSA - Information System Security Associationșȗȗȝ-
Student member of the AIPSI Italian Chapter.
CLUSIT - Associazione Italiana per la Sicurezza InformaticașȗȗȞ-șȗȗȟ

Education
PŔ.D. in Computer Engineering. Politecnico di Milano. Italy.șȗȗȞ-
ōŐŢŕşśŞ: Prof. S. Zanero.
Visiting Scholar, Computer Security Laboratory, Dept. Computer ScienceȠ/șȗȗȟ-ȝ/șȗȗȠ
University of Santa Barbara, California, United States
M.S. in Computer Engineering. Politecnico di Milano. Italy.șȗȗț-șȗȗȝ

Ș . Si autorizza al trattamento dei dati per ŀnalit̀a di reclutamento/selezione ex Decreto Legislativo ȘȠȝ/șȗȗȚ.
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ōŐŢŕşśŞ: Prof. G. Serazzi. œŞōŐő: Highest honors.
M.S. in Computer Engineering. Politecnico di Milano. Italy.șȗȗȘ-șȗȗț
ōŐŢŕşśŞ: Prof. C. Bolchini. œŞōŐő: ȋȊȋ/ȋȋȊ.
DŕŜŘśřō di Maturità Scientiŀca. Liceo Scientiŀco-Tecnologico. Vimercate, Italy.ȘȠȠȜ-șȗȗȘ

œŞōŐő: ȒȐ/ȋȊȊ.

SŏŔśśŘ PōŞŠŕŏŕŜōŠŕśŚ
SWING Second PhD and Researchers International School on Security for Wireless Networking. Berti-ȟ/șȗȗȞ
noro, Italy.
EWSCS ȋȍth Estonian Winter School in Computer Science. Palmse, Estonia.Ț/șȗȗȞ

SWING Ļird PhD and Researchers International School on Security for Wireless Networking. Bertinoro,ȟ/șȗȗȟ
Italy.

Teaching Activities
TőōŏŔŕŚœ AşşŕşŠōŚŠşŔŕŜş
060012: Informatica Ș (lab. tutor). Prof. C. Bolchini.șȗȗȜ-șȗȗȞ
B.S. in Computer Engineering. Politecnico di Milano. Italy
060012: Informatica Ș (lab. supervisor). Prof. C. Bolchini.șȗȗȞ-șȗȗȟ
B.S. in Computer Engineering. Politecnico di Milano. Italy
070728: Sicurezza degli impianti informatici (teaching assistant). Prof. G. Serazzi.șȗȗȞ-șȗȗȟ
M.S. in Computer Engineering. Politecnico di Milano. Italy
072614: Impianti informatici (teaching assistant). Prof. G. Serazzi.șȗȗȞ-
B.S./M.S. in Computer Engineering. Politecnico di Milano. Italy
061187: Impianti di Elaborazione (teaching assistant). Prof. S. Zanero.șȗȗȟ-șȗȗȠ
B.S. in Management Engineering. Politecnico di Milano. Italy
060016: Informatica B (lab. tutor). Prof. A. Campi.șȗȗȠ-șȗȘȗ
B.S. in Mechanic Engineering. Politecnico di Milano. Italy
085630: Sistemi Informativi (teaching assistant). Prof. E. Capra.șȗȗȠ-șȗȘȗ
B.S. in Management Engineering. Politecnico di Milano. Italy

Cś-ōŐŢŕşśŞ ŕŚ LōšŞőō TŔőşŕş
M. Michelini, Kernel auditing su Linux ș.ȝ in formato OpenBSM.șȗȗȞ-șȗȗȟ
Politecnico di Milano, Italy.
P. Testa, Valutazione automatica delle performance di sistemi di anomaly detection.șȗȗȝ-șȗȗȞ
Politecnico di Milano, Italy.
C. Magni, Analisi e test automatizzati di sistemi di anomaly detection network-based.șȗȗȝ-șȗȗȞ
Politecnico di Milano, Italy.
M. Debiasi, M. Falsitta, Reingengerizzazione ed ottimizzazione di un sistema di anomaly detectionșȗȗȝ-șȗȗȞ
host based.
Politecnico di Milano, Italy.
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Professional Activities
IT TőōŏŔőŞ. Verbano Informatica of Paolo Garlassi. Verbania, Italy.șȗȗȞ-
Professional teaching activity.
FŞőőŘōŚŏő IT CśŚşšŘŠōŚŠ (self-employed).șȗȗȘ-șȗȗȜ
Network design, deployment, and testing; custom system sizing; customer support.
řōŕŚ ŠőŏŔŚśŘśœŕőş: xDSL, TCP/IP, Linux, Windows NT Server, Windows.
FŞőőŘōŚŏő WőŎ ŐőŢőŘśŜőŞ (self-employed).șȗȗȘ-
Concept, design, implementation, deployment and maintenance of small to medium websites.
řōŕŚ ŠőŏŔŚśŘśœŕőş: Web standards, AJAX, CSS, XHTML, XML, modern frameworks.
IT JśšŞŚōŘŕşŠ Infomedia. Ponsacco, Pisa, Italy.șȗȗȜ-
Short publications about bleeding-edge technologies for the Web.
JšŚŕśŞ IT ŏśŚşšŘŠōŚŠ. SecureNetwork s.r.l.. Milano, Italy.șȗȗȜ-
Web application penetration testing and vulnerability assessment.
SšřřőŞ JśŎ. ST Microelectronics. Agrate, Milano, Italy.Ƞ-Șș/șȗȗȗ
Production operations.

Main Awards
M.S. ŠŔőşŕş. One of the ȝ best theses. Premio tesi CLUSIT. Milano, Italy.șȗȗȞ

http://clusit.it/archivio.htmȨpremiotesișȗȗȞ

M.S. ŠŔőşŕş. Candidate at the ŀnal selection. Premio laurea Accenture. Milano, Italy.șȗȗȞ

Research Activity
My research interest is computer security. In particular, my activity focuses on the use of anomaly-
based intrusion detection techniques to protect operating systems’ kernel and web applications. Also, I
study the problem of automatic and reliable accuracy and performance testing of intrusion detection
systems.

BőŔōŢŕśŞōŘ MśŐőŘş ŒśŞ AŚśřōŘť DőŠőŏŠŕśŚ
Ļe continuous evolution of attacks and malware against computer infrastructures is unveiling the
limits of the classical approaches to intrusion detection. Ļe anomaly based approach to the detection
of anomalous activities currently needs for effective, accurate, and robust models for characterizing
normal behaviors to correctly detect deviations (e.g., attacks, intrusions, malware, etc.).
We proposed an unsupervised host-based IDS to detect anomalies into the operating system calls
of the Linux kernel. We deŀned anomaly detection models for each of the system calls and used
machine learning techniques to capture canonical behavior of processes and łag anomalies according
to proper thresholds. Ļe whole system needs no prior knowledge input and has a good signal to
noise ratio.
Also, we proposed a so called “hybrid host-based IDS”. To detect anomalies on system call sequences
and arguments it combines our machine learning detection techniques with another approach based
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on ŀnite state machines and data łow models. Such a result shows how the accuracy of an hybrid
IDS can be enhanced by using system call arguments and data łow models.
We also proposed an original idea to detect attempts of circumventing forensic analysis using anti-
forensic techniques. In particular, we shown how the use of host anomaly detection tools can reveal
unwanted malicious activity of active processes. Our detection techniques are capable of detecting
malicious behavior even if the attacker is stealth and/or uses anti-forensic tools.
Ļe main results of the research have been published in [ș, Ț], and [ȝ].

Detection of Attacks Against Web Applications
Research on (machine) learning based intrusion detectors has always suffered from the lack of real-
istic, unbiased data for both training and accuracy evaluation.
Ļis problem, shared with many other research ŀelds, is magniŀed by the complexity of todays’ threat
scenario that is populated bye powerful, collaborative and well-organized attackers (e.g., botnets).
It not only demands for complex techniques to model the legit activity of protocols, making the
intrusion detection task inherently more difficult; more importantly, the systems to protect have very
loose boundaries (e.g., web applications, services, web platforms), thus, generating or gathering good
training data is a very difficult task.
We recently developed an adaptive approach that allows to perform training of a learning-based
detector in an automated fashion, also in the case of web applications subject to frequent changes
[ț].

AŘőŞŠ CśŞŞőŘōŠŕśŚ
Ļe majority of currently available anomaly detectors only works on isolated systems or local appli-
cations. Instead, we strongly believe that the integration of both information sources (i.e., observed
activities) and revealed anomalies (i.e., alerts), is the ŀrst step toward the development of enhanced
anomaly detection techniques. Apparently trivial, the integration and the correlation of anomaly and
misuse detectors is one of the open problems in the intrusion detection research.
We propose an unsupervised approach based on a set of statistical tests, and we prove that our criteria
work well on a simpliŀed correlation task, without requiring complex conŀguration parameters. We
also focused on the aggregation of IDS alerts, an important component of the alert fusion process.
We proposed to exploit fuzzy measures and fuzzy sets to design simple and robust alert aggregation
algorithms. We published our main results in [Ȝ], and [Ș].

TŞōŏő LōŚœšōœőş
Mazurkiewicz’s Traces provide a simple and powerful framework to model concurrency by extending
string languages to capture the dependencies among instructions. Ļe theory of traces has been applied
to the real-world problem of automatic instruction parallelization with promising results. Traces can
also be exploited for security-related problems, such as anomaly detection, where abstract models are
learned and leveraged to detect deviations. A notable example is the use of system calls sequences
to formalize all the possible behavioral proŀles of programs. In this case, traces allow an alternative,
compact and lightweight model representation with beneŀt of both space and effectiveness. While
a string language is used to describe the syntax of computer programs, a trace language capture the
dependencies among instructions. From this point of view, trace languages extend the expressive power
of string languages allowing the speciŀcation of simple semantic constraints. However, in most of the
real-world applications, time is the main concern. Indeed, the demand for fast recognition algorithms
makes traces unsuitable for real applications so far.
We focus on the Membership Problem (MP), which plays a key role in real-world applications where
classical and expensive dynamic programming techniques are used. Ļe result of our research have
been published in a technical report [Ȟ] and is also being peer-reviewed.
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Journal Publications
[Ș] Federico Maggi, Matteo Matteucci, and Stefano Zanero. Reducing False Positives In Anomaly

Detectors Ļrough Fuzzy Alert Aggregation. Information Fusion, șȗȗȠ.

[ș] Federico Maggi, Matteo Matteucci, and Stefano Zanero. Detecting intrusions through system
call sequence and argument analysis. IEEE Transactions on Dependable and Secure Computing,
ȠȠ(Ș), ȜȜȜȜ.

[Ț] Federico Maggi, Stefano Zanero, and Vincenzo Iozzo. Seeing the invisible: forensic uses of
anomaly detection and machine learning. SIGOPS Oper. Syst. Rev., țș(Ț):ȜȘ–Ȝȟ, șȗȗȟ.

Conference and Workshop Proceedings
[ț] Federico Maggi, William Robertson, Christopher Kruegel, and Giovanni Vigna. Protecting

a Moving Target: Addressing Web Application Concept Drift. In Engin Kirda and Davide
Balzarotti, editors, RAID. Springer, șȗȗȠ.

[Ȝ] Federico Maggi and Stefano Zanero. On the Use of Different Statistical Tests for Alert Cor-
relation - Short Paper. In Christopher Krügel, Richard Lippmann, and Andrew Clark, editors,
RAID, volume țȝȚȞ of Lecture Notes in Computer Science, pages ȘȝȞ–ȘȞȞ. Springer, șȗȗȞ.

[ȝ] Alessandro Frossi, Federico Maggi, Gian Luigi Rizzo, and Stefano Zanero. Selecting and Im-
proving System Call Models for Anomaly Detection (to appear). In Ulrich Flegel and Michael
Meier, editors, DIMVA, Lecture Notes in Computer Science. Springer, șȗȗȠ.

Technical Reports
[Ȟ] Federico Maggi. Speciŀcation and evaluation of an efficient recognizer for rational trace lan-

guages. Technical Report TR-șȗȗȟ-șȚ, Politecnico di Milano, șȗȗȟ.

IT & Programming Skills
Programming languages (C, Python, Java)
Scripting languages (Bash)
Web-centered languages and frameworks (PHP, JavaScript, Django, CakePHP, PrototypeJS)
Markup languages (XHTML, CSS, XML, XSD, microformats)
Web services API (Flickr, del.icio.us)
Typesetting (LATEX)
Databases (MySQL, PostgreSQL, SQLite)
Operating systems (Mac OS X, GNU Linux, Ubuntu, FreeBSD, Windows)

Languages
Italian (native speaker).
English (łuent).
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ȘȘȘȞ Engineering I
Department of Computer Science
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șȘȜȠ Engineering I
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