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Abstract—Phishing is the practice of eliciting a person’s
confidential information such as name, date of birth or credit
card details. Typically, the phishers use simple technologies
(e.g., e-mailing) to spread social engineering attacks with the
goal of persuading a large amount of victims into voluntarily
disclose sensitive data. Phishing based on e-mail and web
technologies is certainly the most popular form. It has indeed
received ample attention and some mitigation measures have
been implemented.

In this paper we describe our study on vishing (voice
phishing), a form of phishing where the scammers exploit the
phone channel to ask for sensitive information, rather than
sending e-mails and cloning trustworthy websites. In some
sense, the traditional a-lá-Mitnick phone scams are streamlined
by attackers using techniques that are typical of modern, e-
mail-based phishing. We detail our analysis of an embryonic,
real-world database of vishing attacks reported by victims
through a publicly-available web application that we build for
this purpose. The vishing activity that we registered in our
preliminary analysis is targeted against the U.S. customers.
According to our samples, we analyzed to what extent the
criminals rely on automated responders to streamline the
vishing campaigns. In addition, we analyzed the content of the
conversations and found that words such as “credit”, “press” (a
key) or “account” are fairly popular. In addition, we describe
the data collection infrastructure and motivate why gathering
data about vishing is more difficult than for regular e-mail
phishing.

Keywords-phishing, phone phishing, social engineering, mea-
surements.

I. INTRODUCTION

The term phishing was coined in 1996, when attackers
used to refer a compromised account to as phish [1]. At the
time, malicious people —nowadays known as phishers—
used to trade phishes as a form of electronic currency.
This practice has now evolved into a widespread, serious
Internet threat. For instance, a recent advisory published
by the Anti Phishing Working Group estimates that, in
2009, 30,131 domain names and 3,563 unique IPs were
used for phishing purposes [2]. Normally, phishing targets
very valuable data. Unsurprisingly, Symantec estimated that
financial information is the phishers’ favorite target in 79%
of the campaigns [3] (between 2008 and 2009).

Typically, phishing involves some kind of social engineer-
ing. More precisely, a phisher sends large amounts of luring
e-mails that appear as if they were sent from a trusted party
(e.g., a bank or a large, popular website such as PayPal or
eBay). These e-mails usually contain a link to a clone of
the trusted website. Fooled by the familiar look and feel of
the page, the victim feels comfortable at submitting sensitive
data (e.g., username and password or PIN). Unfortunately,
the cloned website is controlled by the attacker who has
previously deployed a computer program that automatically
collects the phishes for later use. The most valuable phishes
may be passport numbers, credentials, e-mail accounts, or
financial information.

The consequences and the financial losses are further
exacerbated by the enormous scale reached by malicious
activity on the Internet. In fact, the cyber criminal orga-
nizations control vast amounts of computational and net-
working resources. Most notably, by spreading malicious
software that automatically infects unprotected computers,
the criminals have learned to build networks of remotely-
managed, compromised hosts, also known as botnets [4].
These resources are nowadays very accessible thanks to the
recent pay-per-use business model adopted by criminals [5],
which allows people with no or little technical skills to
run phishing campaigns and other forms of scam at very
convenient prices. For example, a scam hosting solution
ranges between $3 and $40 per week according to the
latest Symantec report [6]). Interestingly, as of March 2009,
“phishing tutorial” is the 8th most popular Google sugges-
tion for “phishing”. The criminals immediately recognized
that phishing works very well [7] and is indeed a very
profitable “business”: according to a recent Gartner survey,
more than 5 millions U.S. customers lost money due to
phishing in the 2008 [8], a 40 percent increase in one
year [9].

During the past five years the blackhats have begun to
leveraging alternative spreading channels such as instant
messaging [10], [11], forums, blogs and even text mes-
sages [12], [13]. Interestingly, the criminals are also resort-
ing to the telephone channel to achieve the same objectives
of traditional e-mail phishing. This practice is referred to



as vishing (voice phishing) [14]. More precisely, vishing
is the activity of systematically defrauding account holders
using social engineering over the telephone system. Real-
world facts from the past have extensively proven how the
timing of the message can be exploited with success in a live
telephone call [15]. Indeed, a live (telephone) conversation
enhances the effectiveness of social engineering techniques
significantly. This does not happen normally with e-mailing
because the e-mails have to be read and thus leave less
chances to the attackers to lure the victims.

Similarly to phishing, the goal of vishing is to eliciting
a person’s confidential information. However, vishing is
inherently more difficult to analyze as opposed to traditional,
e-mail phishing. In fact, collecting e-mails suspected of
phishing is relatively easy. For instance, from a purely
technical perspective, e-mails can be intercepted, dispatched,
filtered, stored and so forth. On the other hand, gathering
evidence of phone-based phishing is difficult. First of all,
while the content of e-mails is stored on servers and clients,
the nodes of the telephone system do not store the content
of the calls on a regular basis. Second, while e-mails are
made of strings and, as such, can be scanned and parsed,
phone calls cannot be analyzed so easily. Note that, although
a phone conversation may be translated into text using
automatic programs, this process may introduce inaccuracies
that would make it difficult to extract significant features
(especially in the case of phone calls between live humans,
which voices are less predictable).

Unfortunately, the countermeasures against this emerging
threat are limited to one approach proposed to mitigate the
malicious SMS received by customers [16]. This work is
interesting because it adopts an automated technique to pro-
file the users’ normal behavior. However, to our knowledge,
no thorough analyses of voice phishing have been done. The
first motivation is that social engineering attacks are, by their
nature, difficult if not impossible to analyze. Second, the
awareness about this phenomenon is limited. Therefore, we
believe that a solid understanding of vishing is important.
Given the above observations, the objective of this paper is
to analyze real-world vishing activity.

The main contribution of this paper is, in summary, the
analysis of social engineering attacks carried over the phone.
More precisely:

• we collected structured data about vishing from the
real-world.

• To this end, we selected a relatively small set of inter-
esting attributes (e.g., the calling identifier, transcribed
conversation, subject, nationality, language) useful to
infer the typical characteristics of a vishing attack and
the vishers’ modus operandi.

• The secondary contribution of this paper is the first
publicly-available service for collecting user-submitted
vishing reports: this service is briefly described in

Section III-A.
We think that the preliminary work described in this paper
is the first effort to understanding the techniques adopted
by the vishers, toward promoting better user-awareness and,
most importantly, to devising simple countermeasures.

II. PHONE FRAUDS: BACK FROM THE PAST

In one of his books, “The Art of Deception: Controlling
the Human Element of Security” [15], Mitnick transcribed
and described in details many live telephone calls he made
to steal confidential information. He resorted to his strong
social engineering skills to convince the interlocutor to
reveal sensitive data such as a secret phone number or a
numeric code, etc. At the time, this information was very
valuable, since the telephone lines were used to access
computer systems such as mainframes. Thus, people relied
on this subtle form of attacks to gain initial access to the
target organization’s network.

Ten years later, the spread of the World-Wide Web
(WWW), e-mail, and, later, e-commerce, promoted the
use of computers to perform several task, even financial
transactions. As a consequence, usernames, passwords, and
credit card numbers became immediately a very valuable
piece of information. At the time, people were familiar
with e-mails for communicating. Thus, by leveraging simple
social engineering strategies, the attackers began to write
templates of e-mails —that masquerade themselves as trust-
worthy entities— to elicit the recipients’ confidential data
for fraudulent purposes (e.g., to make illegal transactions).
As opposed to live phone calls, deceptive e-mails need not
very sophisticated social engineering techniques, since users
have learned very quickly to follow hyperlinks paying little
or no attention to the consequences and, in addition, are
not capable of distinguishing real web-pages from cloned
ones [7].

Nowadays, online chats and online communities (notably,
the first was AOL, then MySpace, and now FaceBook) are
very widespread. Very soon, attackers started to exploit such
live communication channels to maneuver the users [10],
[11] with persuasive, written conversations. Apparently, their
goal is to reach more than just regular e-mail users (e.g.,
mobile device consumers such as young individuals). Hence,
phishing techniques become more sophisticated and share
similarities with both old-fashioned and e-mail phishing.
More precisely, the exploiting of instant messaging (e.g.,
Windows Live Messenger, Skype, the FaceBook chat) is
similar to voice phishing as it involves live a conversation
with a human (or a computer program that leverages natural
language processing to mimic a real person). On the other
hand, the use of modern Internet-based tools allow the
criminals to reach a large share of victims using mass
messaging. This makes new phishing techniques also similar
to e-mail phishing, which relies on mass mailing to spread
deceptive links.



Surprisingly, the last step involves an old technology: the
telephone system. Recently, the cyber criminals have indeed
rediscovered the phone channel to reach their victims [14]
but, interestingly, there are differences and similarities with
the past. More precisely, the mechanisms utilized by the
cyber criminals have a wider spread, yet the technique is still
basically the same. In particular, our experience (described
in details in Section IV) suggests that the phishers rely on au-
tomated responders, and not only on human operators, with
the objective of streamlining the dissemination. On the other
hand, traditional a-lá-Mitnick, phone scams mostly lever-
aged social engineering and, thus, were relatively slow. To
increase the speed, modern phone scammers have partially
abandoned social engineering and, instead, take advantage of
the customers’ familiarity with “new technologies” such as
Internet-based telephony, text-messages [12], and automated
telephone services. It is interesting to note that, in the case
of e-mail phishing, such “new technologies” were e-mails,
which became so popular and convenient that attackers
decided to use them instead of the phone to reach as many
victims as possible. In a similar vein, the widespread of
automated telephone services and call centers has made the
customers more used to provide information to strangers (or
machines) who just ask for it.

In addition to the aforementioned reasons, the fast spread
of Voice over IP (VoIP) telephony has been having an
important role in the raising of vishing and other threats
that target voice communication [5]. First, because of the
significant reduction of call rates. As a matter of fact,
VoIP calls are just slightly more expensive than e-mails
yet, certainly, much more effective. Second, VoIP makes it
more difficult to track the attackers, since clients do not
terminate in a well-known location in the physical world
(e.g., a house, a building) as opposed to traditional telephony.
Third, VoIP is not a secure protocol [17], and criminals can
certainly take advantage of its vulnerabilities for obtaining
the resources to run vishing campaigns and masquerade their
activity by spoofing the calling identifiers. In addition, as
noticed in [14], the telephone channel allows to reach a share
of victims that is not typically reachable using e-mail (e.g.,
the elderly).

III. OVERVIEW OF THE COLLECTION SYSTEM

The objectives of this work can be summarized as follows.
First, we want to determine to what extent the telephone
system is leveraged for perpetrating phishing. Second, we
want to understand whether the blackhats rely on automated
mechanisms to streamline this process. Third, we focus on
extracting interesting words from the transcribed conversa-
tions.

To achieve these objectives, the first phase focuses on
collecting high-quality data, suitable for analysis. Our pro-
posal to this phase is described in Section III-A. The second
phase, is to define a set of simple attributes that characterize

a typical voice phishing attack. Note that, such attributes
may be insufficient for defining detection techniques or
countermeasures against vishing. However, at this stage of
the work, we focus only on the analysis phase, thus the
development of countermeasures is out of the scope of this
paper.

A. Collecting vishing data

Research on e-mail phishing can rely on large data-
collection infrastructures [18]. Moreover, e-mail service
providers and modern client software incorporate anti-spam
and anti-phishing mechanisms that also collect information
on e-mails deemed as suspicious. This information can be
easily shared into worldwide databases used to understand
the scammers’ modus operandi or to improve the protection
mechanisms.

On the other hand, collecting data on vishing is more
difficult. For this reason, we designed and implemented a
very simple yet useful infrastructure to collect reports of
vishing attempts. Our system is inspired by PhishTank [19],
a web application to collect full dumps of suspicious e-mails
submitted by users. In addition to the submission phase,
PhishTank also analyzes the data and calculates aggregated
indicators and shows trends. For example, statistics on daily
verified phishes are available along with the total number
of active, online phishing sites. Thanks to an API, this data
feed is used to provide blacklist-based protection tools such
as PhishTank SiteChecker [20], a Mozilla Firefox extension
that automatically block the display of pages known to be
malicious.

Similarly to PhishTank, a beta version of our system is
publicly available as web application [21] where anyone can
send anonymous reports of phishing received via telephone.
The goals of PhonePhishing.info are very similar to those
of PhishTank: we are aimed at collecting data about phone
phishing attacks, including (but not limited to) the calling
identifier, the subject of the call, the date and time, the
country, to analyze the conversations and calculate useful
statistics.

There are other resources for reporting suspicious calling
identifiers. Notably, CallerComplaints.com is the largest one
and stored about 500,000 complaints so far. The calling iden-
tifiers are grouped by area code and ranked by popularity,
i.e., number of reports. Another example is 800notes.com,
which keep records of calling identifiers that are unknown
to official listings. These services are fairly popular and thus
have been fed with a quite large amount of data. However,
they are not without drawbacks. For instance, 800notes.com
only keeps numbers along with an optional message (typi-
cally utilized by the users to report their complaints). Unfor-
tunately, by itself, a free-text field is not sufficient for ana-
lyzing vishing thoroughly. Although CallerComplaints.com
collects more details about the suspicious calls reported,
some relevant aspects are ignored, namely the date and time,



the country which the call is received in, the language spoken
by the caller, and whether or not the call is automated. We
believe that such details are important, since more accurate
conclusions can be drawn about the vishers’ strategies. Last,
both the aforementioned collection services focus on generic
calls, not on vishing calls. In fact, CallerComplaints.com
accepts four different values to characterize the type of
call: telemarketers, debt collectors, pranks, political calls.
Another common drawback is that the user is considered
trusted and this issue affects all the system that collects
user-contributed content and no effective mitigation exist.
However, to minimize the aforementioned problems all the
data submitted to PhonePhishing.info is manually reviewed
before approval. This prevents non-relevant reports to bias
the analysis (e.g., reports that, according to the submitted
information, qualify as “annoying calls” are discarded). At
this stage, the manual revision process follows a conservative
approach, that is, every report is discarded by default unless
striking signs of being a vishing are present. Accepted
reports are along the line of the following:

“your ATM card from [...] has been suspended,
push 1 to connect to our security”

or, for instance:
“[...] asking to press one in order to receive a prize
[...] speaking in bad English [...] asks for credit
card info”

Differently from existing services, PhonePhishing.info fo-
cuses only on scams rather than on calls that may certainly
be annoying yet pose no real threats. In particular, we collect
the following details.

• Phone number: we validate the numbers’ format so
to avoid the submission of reports regarding calls with
blocked or unknown calling identifiers.

• Conversation: the user must transcribe the conversa-
tion held during the call.

• Subject: this can take only one of the following val-
ues: “bank account”, “car insurance”, “car warranty”,
“health insurance”, “credit card”, “other”. These op-
tions help at identifying only those callers that typically
attempt to elicit a user’s confidential information. It is
important to underline that, during the manual revision
process, we pay particular attention to those calls
which subject is “other”. If possible, the contributor is
contacted via e-mail for clarifications and, in any case,
we attempt to find the correct classification for the call.
If none is found, the report is rejected.

• Country: this is the country the phone call is received
in. This is useful to identify the most targeted countries.

• Human? This Boolean attribute helps to distinguish
fully-automated calls from those that also involve live
humans.

• Spoken language: this is simply the language spoken
by the caller (or the automated voice).

The PhonePhishing.info project is at an early stage of
development and no API is provided, yet. However, we
have recently begun to publish a feed of suspicious numbers
through a Twitter stream1.

B. The human factor
The PhonePhishing.info website collected about 360

phishing reports over one year. At a first glance, this may
appear a limited amount of data. However, it must be taken
into account that people typically do not tend to voluntarily
provide information unless such task requires little or no
effort (e.g., push a button when a suspicious call is received
and have the system automatically retrieve and send out the
relevant information for analysis). To this end, as detailed in
Section VII, an extra effort is being undertaken to automatize
the submission process as much as possible by leveraging
the call history details already available on smart-phones
rather than having the users to type them in.

IV. ANALYSIS

In this section, we describe the preliminary analysis we
run on the dataset collected through PhonePhishing.info be-
tween late 2008 and late 2009. Our analysis focuses on three
aspects. First, we analyze the popularity of certain calling
identifiers and, in some cases, also correlate this information
to the reports available on other websites that collected
related data. Second, we compare the calls that have been
reported as coming from automated responders with those
that involved a conversation with a human operator. Third,
we analyze the popularity of the terms extracted from the
transcribed conversations.

A. Popular calling identifiers
As shown in Figure 1, most of the reports refer to unique

numbers. However, two numbers appear to be very popular.
More precisely, 8007540961 has been reported several
times also on other websites2. The caller claimed to be from
a telephone provider located in the United States. Our reports
confirm that the operator asked for the victim’s account
number, password and social security number. The second
most popular number is 2024597122 (from District of
Columbia), which seems to be related to a dangerous credit
card scam. In particular, according to our reports, the caller
attempted to elicit the victim’s credit card number along
with its expiration date. Several debt collection companies
advertise themselves through the phone in the United States
and consumers are also protected by laws [22], since this
phenomena became very popular. However, according to the
reports that we and other websites received, these callers
are deliberately attempting to steal the victim’s credit card
number and expiration date rather than asking questions
regarding their debts or less valuable, personal information.

1http://twitter.com/vishing
2e.g., http://whocallsme.com/Phone-Number.aspx/8007540961,

http://800notes.com/Phone.aspx/1-800-754-0961
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Figure 1. Distribution of calling identifiers. Instead of reporting the real
identifiers, we report indexes that correspond to unique numbers.

In addition, we analyzed the popularity of the prefixes
(i.e., area codes) with focus on the United States. Such
prefixes are useful to characterize what type of numbers
the vishers have registered. As shown in Figure 2, the
most popular numbers are toll-free numbers (i.e., 800, 866,
877 [23]). Many online companies provide VoIP numbers
(also toll-free) and anyone can register them very easily (e.g.,
a dummy name and an anonymous, pre-paid credit card
is the only information required for immediate activation)
and at very low rates. For instance, Google Voice is free
of charge. The second most used numbers have 202 (from
District of Columbia), 289, 876 prefixes.

Last, we measured the vishing activity of each state in
the United States. As shown in Figure 3 and Table show,
the states of California and Florida are the most active ones,
with 12.56% and 9.04% of the reports, respectively.

B. Use of automated responders

To infer the use of automated responders we use the
following simple check. The report must have the “human?”
flag set to “False” or the transcribed message must contain
signs that the caller used a recorded message or an auto-
mated responder. To this end, we resort to a simple heuristic.
In particular, while reviewing the reports, we noticed that
some words were used to describe calls with automated
responders. Representative examples of such words are
“robo”, “automated”, “machine”, “recorded”. According to
this criterion, we identified that about one half of the reports
referred to automated calls. It is interesting to note that while
prefixes such as 202 (from District of Columbia), which
are fairly popular according to Figure 2, were reported only
three times as using automated responders. On the other
hand, prefixes associated to toll-free numbers are the most
popular among the automated calls.

Last, we measured the number of calls that relied on both
automated responders and human operators. To this end, we
took into account those reports having (1) the “human?”
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Figure 2. Distribution of prefixes.

flag set to “True” and (2) at least one occurrence of the
aforementioned terms (e.g., “robo”, “machine”). Among the
7 reports found, only 1 out of 7 unique numbers has a toll-
free prefix. The remainder of the numbers are located in
Florida, Texas, California, District of Columbia, and New
Brunswick.

It is important to underline that this analysis may be
biased because, typically, customers immediately hung up
the phone, thus, the call is never transferred to a human
operator.

C. Analysis of terms

In this analysis we focus on the terms contained in the
transcribed conversations. First, we partition the reports into
two groups: those with live human callers and those that
rely on automated responders. To this end, we apply the
simple criterion described previously. Second, we extract all
the words contained in the transcribed conversations from
the two groups of reports. Stemming and simple filters are
applied to remove negligible tokens. In particular, we first
applied the stemming algorithm described in [24] and then
removed common, non-relevant words. Notable examples of
such (stemmed) words are “phone”, “about”, “call”, “hello”,
“minute”, etc. The resulting ranking of the 15 most popular



Figure 3. Distribution of popular prefixes on the United States territory
(non-toll-free numbers only). Darker areas indicate high frequency while
lighter areas indicate low frequency. No reports are associated with white
areas.

terms is reported in Table II.
In both the groups, the most popular term is “number”.

This turns out to be negligible because, in almost every
transcribed conversation, the submitters refer to “the num-
ber” they received the call from. It is worth to mention that
the word “press” has higher ranking in the auto-responders
group than it has on human operators. This suggests that
calls made with auto-responders typically ask the victim
to press some keys on the phone keyboard (e.g., to be
transferred to someone else).

On the other hand, it is interesting to note that calls made
with auto-responders often refer to “accounts” (the second

%-POPULARITY STATE

12.56 California
9.04 Florida
7.53 New
7.53 District
7.03 non-US
5.52 Ontario
3.51 Texas
3.51 Georgia
3.01 New
3.01 Jamaica
2.51 Ohio
2.51 New
2.51 Missouri
2.01 Nebraska

Table I
GEOGRAPHICAL DISTRIBUTION OF THE PREFIXES (15 MOST POPULAR

LOCATIONS).

most popular term), while this term is not found in any of
the calls by human operators. This gives an indication that
most of the calls made with auto-responders attempt to elicit
some account’s credentials.

The term “credit” has high ranking on both the types of
calls. This suggests that most of the vishing activity focuses
on credit cards. This is confirmed also by the fact that, except
for the word “number”, “credit” is the most popular term
overall according to our measurements.

V. LIMITATIONS

The PhonePhishing.info project has some limitations.
First, forged reports can be submitted, since the users are

trusted. To alleviate this problem we adopted two measures.
As detailed in Section III-B, we manually review and mod-
erate every submission. This allows to avoid non-relevant
content to be analyzed. In addition, to avoid mass submis-
sions (and denial of service) through automated tools, we
force every user to pass a CAPTCHA3 test while submitting
a report.

On one hand, the manual review ensures good quality of
the reports. On the other hand, this causes overhead and
requires a human moderator. Hence, the second limitation
of our system is its scalability. Unfortunately, to solve this
issue we have to trade-off between quality and scalability.
Although heuristics may be designed to filter non-relevant
reports, these could be easily circumvented. For this reason,
we opted for a manual review process.

Last, while the effectiveness of e-mail phishing can be
estimated (e.g., by analyzing data and logs taken from
the websites used by phishers), it is nearly impossible
to determine whether or not a vishing attempt succeeded.
Clearly, this problem is very difficult to overcome. In fact,

3http://recaptcha.net

AUTO-RESPONDERS HUMAN OPERATORS

%-rank

number 22.39 19.81 number
account 11.96 13.83 credit

credit 8.68 7.54 person
press 7.52 7.23 interest

inform 5.79 6.28 claim
record 5.21 5.97 lower

debit 4.44 5.66 inform
servic 4.05 4.71 answer
expir 3.66 4.40 address
enter 3.08 3.77 servic

regard 2.89 3.45 bureau
activ 2.70 3.14 state

person 2.50 2.83 offer
autom 2.31 2.51 press
secur 2.12 2.20 later

Table II
RANKING OF THE 15 MOST POPULAR (STEMMED) TERMS FOUND IN THE

TRANSCRIBED CONVERSATIONS.



while it is relatively easy to find the sites used for a phishing
campaign (e.g., by extracting links from suspicious e-mails
or by scanning for known phishing kits [25]) and to track
stolen credentials, the same task cannot be performed on
phone calls without wiretapping.

VI. RELATED WORK

This work is related to vishing, social engineering and,
partly, phishing and cyber underground economy. Due to
limited space, this section provides just a few references to
the most recent and relevant works in these areas.

The first detailed description of the vishing phenomenon
appeared in [14]. The author provides brief, clear defini-
tions of the emerging “*-ishing” practices (e.g., smishing,
vishing) and points out the characteristics of the vishing
attack vectors. In addition, the report shows a few scripts
of the typical ploys used by the scammers. Although this
work focuses on voice phishing, it is worth to mention
SMS Watchdog [16], a recent effort toward the automatic
detection of smishing activity, i.e., scams through the short
text-message system. As we mentioned early in this work,
vishing is inherently more difficult to analyze and mitigate
with respect to e-mail-based or text-based phishing for
which effective countermeasures exist. However, this paper
concentrates on analysis and not on protection mechanisms,
thus we refer the interested reader to [26], [27] for a in-depth
comparison of anti-phishing techniques and tools.

While the social engineering component of phishing
websites and e-mails has been thoroughly analyzed, for
instance in [7], no similar measurements have been done
for vishing, yet. Moreover, an analysis of the traditional
phishers’ modus operandi has been published in [28], where
two large repositories of phishing e-mails are analyzed.
Interestingly, the authors were able to identify the types
of hosting preferred by the scammers and also the practice
of exploiting URL-shortening services to masquerade the
malicious URLs and bypass filters. A quantitative analysis
of e-mail-based phishing has been done in [25], which is
the first systematic evaluation to determine to what extent
the modern criminals exploit automated mechanisms (e.g.,
phishing kits, automated exploits) for streamlining phishing
attacks to increase their profit in the new underground
economy business model.

The role of phishing in the current cyber underground
economy is discussed in [29], where the phishing campaign
run by one criminal organization is analyzed in depth. In
addition, the authors have estimated empirically the life-
time of a phishing campaign alongside with the techniques
adopted by criminals to extend this time-frame. This once
again supports the intuition that modern cyber criminals are
well-organized and profit-driven, as opposed to old ones,
which were more concerned with their reputation. This new
scenario was discussed in [30], and in [31] from a purely
economic perspective.

VII. CONCLUSION

Traditional, a-lá-Mitnick, phone scams mostly leveraged
social engineering. Instead, modern voice phishing take
advantage of the customers’ familiarity with “new technolo-
gies” such as Internet-based telephony, text-messages, and
automated telephone services. In addition, modern phone
scammers, i.e., vishers, have learned to streamline their
phishing campaigns in a very effective way.

In this paper we analyzed the vishing phenomenon on
a collection of detailed reports submitted by the victims
through the PhonePhishing.info website, a public service that
we built for the purpose of gathering data about vishing. In
our measurements, we observed that vishing is popular in
the U.S., with particular focus on some states. Also, we have
observed that a good share of the vishers that we recorded
resort to automated responders. Last, we have identified
some recurring, popular terms such as “press”, “credit”,
“account”, that are more frequent on automated calls with
respect to calls made by human operators. This paper is the
first analysis of the modus operandi of the vishers based on
the content of real vishing calls.

We have identified some limitations of our data collection
system. In particular, as a future improvement, we plan to
create a client application for mobile phones. This will allow
us to take advantage of detailed information available in the
call records of the phone. In general, having an automated
mechanism to submit vishing data will increase the accuracy
of the reports and avoid errors introduced by the sender. In
addition, a future work is to investigate whether the nodes
utilized for malicious VoIP activity belong, or are related to,
the resources compromised and traded by the underground
community.
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