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Abstract

Encoding techniques and dedicated self-checking architectures can be conveniently adopted
in VLSI design to increase fault detection. Area overhead and speed penalty may be traded-off
with fault detection capabilities. Aim of this work is to define a class of systematic all-
unidivectional error-detecting (AUED) codes suitable for self-checking architectures for
multiple output combinational circuits. A class of systematic AUED codes is proposed along
with a logic synthesis algorithm to derive the redundant functions directly from the primary
inputs. If compared with Berger codes, the proposed encoding techniques require greater output
redundancy but provide performance optimization in terms of both transition delays and area
overhead.

I. Introduction

With the increasing complexity of digital circuits and systems, reliability requirements have
become one of the most important issues. To achieve reliability, error detecting and correcting
codes, adding redundancy to data bits, have found wide applicability to VLSI circuits.

As reported in [1, 2], unidirectional errors are the most dominant type of errors in CMOS
devices. A unidirectional error is said to occur when all errors are either 0 — 1 or [ — 0
transitions, but not both, in any given output data word. The all-unidirectional error-detecting
(AUED) codes can detect all possible unidirectional errors. Both systematic and non-systematic
codes are known to detect all unidirectional errors. In general, systematic or separable codes, for
which the redundant bits are appended to the information bits, are preferred, so that the
encoding/decoding and data manipulation can be performed in parallel. The m-out-of-n or
constant-weight codes are non-systematic AUED codes, while Berger codes are optimal
systematic AUED codes in terms of redundant information.

Aim of this work is to provide a comprehensive technique to generate a large class of
systematic AUED codes for multiple output functions. Within the code class, we define a
method to select codes satisfying different criteria, such as minimum redundancy and minimum
area overhead required by the encoding circuits. A new synthesis methodology has been defined
to directly derive the redundant outputs from the primary inputs with the twofold purpose to
reduce area and speed penalty for the redundant logic.

The paper is organized as follows. Section II describes the proposed AUED code class along
with code selection criteria. The innovative synthesis method is reported in Section III, where
the proposed method is also applied on a 2-bit binary adder. Finally concluding remarks and
future directions for the work conclude the paper.
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II. The New Class of Systematic AUED Codes
The proposed class of systematic AUED codes is defined by the following equations:

n-1 r#k
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where the f; functions are the functional outputs and the g, and g functions are the redundant
functions. The proposed codes are systematic AUED, being each couple of codewords unordered
[7], and the redundant functions are symmetric functions in the sense that g5, = g+ By using the
vector representation, we obtain: F = G’+ A F’ where:
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The equation representing the code is: (fp @'S5p) (f; @’S1) ... (ki @' Se) . (o @' Spr ) =1

where:
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From the code equations, we can extract a large set of conditions that can be expressed in a
table of codewords for n-output functions (see for example Tables I, T and Il for n = 1, 2, 3
respectively). Basically, each row in the tables represents a codeword and the g, and g, terms of
each row are related by a set of conditions identified with the ¢, symbols. For each row, let us
consider all ¢; symbols with the same subscript i. For these symbols, the following condition |
must hold: at least one of ¢; must be equal to 0, while the remaining ones can be don't care
symbols. For example, the symbols ¢; and ¢, in Table II mean g11 goz’ = 0 and g02 goz2 =0,
respectively.

We can prove that each couple of codewords is unordered for each value of the conditions ¢;,
therefore the code is an AUED code [1]. The demonstration of this properties is straightforward
for 2- and 3- output functions, while the demonstration for the general case is reported in [7].
The total number of codes that can be derived is quite large, hence we need some criteria to
identify the codes satisfying the following combined conditions: minimum number of additional |
functions and minimum area for the redundant logic.
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Table III: Codewords for 3-output functions
Table II: Codewords for 2-output functions

The algorithm which allows such identification imposes the selection of a 0 or I logic value
for the ¢; symbols in the code table. Note that the trivial solution (F= G?) can be simply derived
from the code table by imposing all ¢; terms equal to 0 in the column vectors corresponding to
the g; functions (k = 0, /, ..., n-1), so that the g, functions can be neglected.

Let us consider the column vectors g, of the code table. In the first step, we select the first
column vector (gy) and we minimize the number of Os in the column vector by imposing all ¢;
symbols equal to /. In the second step, we select the second column vector (g;) and we can note
that the pair (go, g,) satisfies the condition that the already defined elements of both columns are
equal to each other. Thus, we set to I those ¢; symbols of g; which correspond to ones in column
go- After this step the two columns g, and g; are equal to each other, then we can discard one of
them, thus reducing the required redundancy. We iterate this procedure for each column vector
g of the code table and, after each step, we update the values of c; in all the remaining column
vectors of the table. In this way we derive a single function (go).

Let us consider the generic column vector g, (k =0, 1, ..., n-1, r =0, 1, ..., n-1, r #k) of the
code table and let us simply indicate it as g;. In the k-th step, we select the -th column vector
(21 and we minimize the number of Is in the column vector. In the (k+1)-th step, we select the
(k+1)-th column vector (g;+;) and we first verify if the pair (g, gi+s) satisfies the condition that
the already defined elements of each column are equal. We have two possibilities:

1. If the condition is verified, we try to equal gi.; to g; by imposing the corresponding c;
symbols (that is the ¢; symbols having the same position in the column vector) of column gi.,
equal to those of column g;. For the not corresponding ¢; element of both vectors, we let the ¢;
symbols unset and we will consider them in a later step.

2. Otherwise, we leave the ¢; symbols not assigned for later optimization.

Then, if the g; and g;+; columns will result equal to each other, then we can discard one of
them, thus reducing the required redundancy. If the two columns are different, we consider the
(k+2)-th column with respect to the 4-th and to the (k+1)-th columns (pair g+»-gx and pair ge.-
gi+1). We iterate this procedure for each column vector of the code table and, after each step, we
update the values of the c; elements in all the remaining column vectors of the table.

Let us derive, as simple case study, the proposed AUED codes for both the 2- and 3-output
functions. In the first case (k = 0, 1), we obtain (2 3° = 18) possible codes (see Table II).
Depending on the last x value on gy, we have two code subclasses. Each subclass is composed
of 9 codes. All the codes belonging to the first subclass (x = 0) have the properties that the
redundant logic is unate negative.

Among codes of the first subclass (x = 0), by imposing both ¢; equal to 0 in the column
vectors corresponding to the gy and g, functions, the trivial code (F= G is derived, hence the
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g0, function can be neglected. Conversely, by setting to / both ¢; elements in the g, and g,
column vectors, the remaining ¢; terms must be zeroed in the gy, column vector. The resulting
code, called i2 and represented in Tab. IV, requires less redundant bits (2 additional bits instead
of 3), being g; = go.

For 3-output functions (k = 0, I, 2), the total number of codes is very large (26 30 73) (see
Table III). Among the unate negative codes (x = 0), the trivial code (F= G can be obtained or,
by setting to / all ¢; symbols in the gy, g; and g, column vectors and setting to 0 the ¢; symbols in
the go, go2 and g;; columns, we can derive the code i3 (represented in Tab. V) imposing less
redundant bits (4 additional bits instead of 6) and providing minimum unate synthesis.

The unate negative codes are best suited for implementation in Fully CMOS architectures
proposed in [5] and [6], in order to obtain also fault tolerant characteristics.

o LS | 6| 8 | 8wl ge|gn
0 0 0 1 1 1 1
fo | fi Ul 8 | &1 ||l 8o 0101 p1]1]0}0
0 0 1 1 1 0 1 0 1 0 1 0
0 1 1 1o 0 1 1 1 0]0]O0
1 0 1 1 0 1 0] 0 1 010 1
1 1 0101 o 1 0 1 1 00| 0
1 1 0 1 0]1]01]0
Table IV: Codewords for code i2 11l 1lolololo

Table V: Codewords for code i3

HI. Code Synthesis Method

A further optimization in terms of both the number of redundant functions and the area
devoted to the redundant logic can be obtained by directly synthesizing the code functions g, and |
g from the primary inputs of the original circuit to be protected. Figure 1 shows the proposed
self-checking architecture, where the synthesis of the functional block F and those of the code
bit generator G are provided separately. Further optimization can be obtained by using a single
block to synthesize both the functional outputs and the redundant functions from the primary
inputs. The application of the proposed synthesis approach allows us to minimize both the
number of redundant code functions and the area required by the code bit generator G by
exploiting the intrinsic characteristics of the original logic to be protected. i

The synthesis of the functional block F can be achieved by using a classical synthesis
approach. Conversely, the proposed method is devoted to the synthesis of the redundant block,
G, where a set of conditions existing among the ¢; symbols of each row can be exploited during .
the minimization. Due to the presence of such conditions, a classical synthesis approach cannot '
be applied. As a matter of fact, the ¢; symbols cannot be considered as usual don ¥ cares (DCs)
but rather conditional don 't cares (COND-DCs), since they are related to each other by requiring
that at least one of them in each row must be set to 0, while the remaining ones are usual DCs.

A minimal covering problem must be solved to synthesize the redundant block, G, therefore
we defined an ad hoc heuristic algorithm aiming at reducing both the number of required
redundant functions and the logic to implement the remaining redundant functions. Hereafter we
briefly summarize the proposed synthesis algorithm. Since the COND-DC symbols impose |
conditions such as at least one zero over » symbols, the synthesis method is based on the search
of primary implicates instead of primary implicants, thus in the following we adopt the product .
of sums representation. }
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Fig. 1: Self-Checking Architecture

The proposed synthesis algorithm consists of two main parts: (a) finding all prime implicates
of the redundant functions and (b) selecting a minimal set of prime implicates that cover the
redundant functions. Both parts of the algorithm are based on a two-dimensional cover table
defined as follows. First, all the implicates (sum terms) for each redundant function are derived
by considering the COND-DC and x symbols as zeros. Second, the rows of the cover table
correspond to the implicates (/;) for all the redundant functions (an implicate can appear on more
than one row if it corresponds to more than one redundant function). Third, the columns of the
cover table represent all the different ¢; symbols that are contained in the redundant functions.
Finally, each entry m; of the cover table is a symbol equal to * if and only if the implicate I; for
the row 7 covers the ¢; symbol for the column ;. In the general case, some zero terms, not related
to the ¢; symbols, can appear in the code table. Therefore the corresponding maxterms must be
added in the columns of the cover table.

As an example, let us consider the application of the 3-output AUED code shown in Table II1
to a 2-bit binary adder with 4 primary inputs (ay, by, a;, b;). The logic behavior of the 2-bit adder
outputs and the related code functions with respect to the primary inputs are summarized in
Table VI. It should be noted that in this particular application the output configuration f; = f; = f>
= ] is not used. Therefore, in this example, without any loss of generality, the zero terms in the
code table are related to the ¢; terms only. The corresponding cover table is depicted in Table
VII. The cover table has 25 rows corresponding to the implicates of the redundant functions and
22 columns corresponding to the ¢; terms appearing in the redundant functions.

Given the cover table, the problem can be stated as to select a minimum subset of rows that
cover all the columns. The aim of the proposed algorithm is twofold. From one side, it aims at
reducing the total number of implicates and possibly the number of related literals, as the Quine
McCluskey algorithm does. From the other side, the concept of weight associated with each
redundant function has been introduced to reduce the number of required redundant functions,
trying to eliminate the redundant functions with higher cost in terms of the ratio among number
of required literals and ¢; terms covered.

(a) Finding all prime implicates

Due to the definition of COND_DCs, the cover table does not contain essential prime
implicates related to the ¢; symbols. However, essential prime implicates can appear in the cover
table due to zero terms in the code table. In this case, the essential prime implicates must be
included in the minimal cover.
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Table VI: Output functions and code functions with respect to the primary inputs for the 2-bit adder.

The rows of the cover table corresponding to each essential prime implicate and the
corresponding covered columms (the columns with a * symbol for each essential prime
implicate) must be eliminated from the cover table. Then, this part of the algorithm consists of
the following steps:

1) Assign a weight w, to each redundant function corresponding to the number of literals
appearing in all the implicates of the function divided by the number of the * symbols |
appearing in the function. In the example we have wyy = 1, W1 = 2, Wy = 0.5, Wy = 0.24,
Wep2 = 071, Wgi2 = 1.6.

2) Order the redundant functions by w, in decreasing order: [g;, 12, 8o o2 &2 Loi/

3) Starting from the beginning of the list (g;) compare each row #; of the selected function with
all rows of the other functions that are below in the list.

4) A row () of the cover table is said to be covered (or dominated) by a row #; if all its *
symbols are already present in the same position in the row 7; that belongs to a redundant
function g; corresponding to a weight wy such that wy < wy. If a row in the selected |
redundant function is found to be covered by another row, then delete the covered row from
the cover table. i

It should be noted that the ¢, terms with the same index i correspond to the same row in the |
original code table (see for example Table VI), therefore, by construction, they correspond to the
same maxterm. Moreover during the synthesis steps it is mandatory to maintain at least one *
symbol for each column ¢; of the cover table.

5) Repeat this step until each implicate in the table has been compared with all the remaining
ones below it. In particular, if all the rows of a redundant function have been found to be
covered by rows of other redundant functions, then the redundant function can be eliminated |
from the cover table.

6) The remaining rows in the cover table are the prime implicates of the redundant function. In |
our example, the dominated rows are the shaded rows in Table VII (rows 2, 3,4,5,6,7, 8,9,
16, 17, 20, 21, 24, 25), while Table VIII reports the prime implicates cover table, where the |
dominated rows have been eliminated.
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Implicates F lerfez|es)esfes|esler|esfesle|elelelelelelelelce]lelele
01 11 12 1 13| id s | 16 17 | 13 19 1 20 | 21 | 22
al’+b1’ g0 * * * *
ag+bo+b)’ | g * *
a'tbota’ | gy * *
atarth’ | & I
botarth) | g * *
actatby | & hll B
bota)'+b; | 24 * *
ag'+bo'+a)+b" | gy *
ag+by+a+b) | g *
agtby’ g * * * *
ag'+by g2 * * * *
b]’ gﬂl * * * * * * *
all 2ot * * * * * * *
ag'+by’ 8o * * *
a)'+by’ 202 * *
a0+b0’ g02 * * *
ag'+by S0 * * *
ag+b)’ 202 ol *
ata’ | ge il *
aytby’ gn|* *
' +by 812 * *
a+a)"+b | g5 * *
by'+a;+b, gzl * *
ata,'+b; &2 *
agtartb) | gpp *
Table VII: Cover table for the 2-bit adder.
Prime Implicates | F clcle]e
45 1 161 77 % I8
a['+b|’ 80 *
ag+by’ o | * * * *
a9’ +bo 2 * * * *
bl' gal * * * * * * *
al, gal * * * * * * *
ag'+by’ Lo * * *
a'+by’ J:07) * *
2g'+by’ Loz 1 *
ag'+a’ 802 1 *
ag+a’+b)’ | gy > *
by'+a;tby [ gpp | * *

Table VIII: Prime implicates cover table for the 2-bit adder showing the distinguished 1-cells

(b) Minimizing the cover

and the essential prime implicates as shaded

Once the list of all prime implicates has been derived, the minimization step is based on the
selection of a minimal subset of them aiming at both covering all the 0’s of the redundant
functions and minimizing the number of 0’s due to the COND-DCs. Starting from the prime
implicates cover table (Table VIII), this part of the algorithm consists of the following steps:
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1) Identify the distinguished I-cells as the table columns with a single 7, as shown by the
shaded columns in Table VIII.

2) A row that contains a * symbol in one or more distinguished 1-cell columns corresponds to
an essential prime implicates. Include all essential prime implicates in the minimal cover. In
our example, the implicates (10, 11, 12, 13 and 22) are essential prime implicates.

3) Remove the essential prime implicates and the columns they cover (the shaded rows and
columns of Table VI plus the covered columns 1, 8, 9, 14, 15, 16, 17, 18 and 19). If any
row is empty, it is deleted; the corresponding prime implicates are redundant, that is
completely covered by essential prime implicates. The reduced cover table for the selected
example is shown in Table IX. In this step column dominance is also analyzed. A column ¢;
that contains * symbols at least in the same positions of column ¢; is said a dominant column
and can be deleted from the cover table. In the application example no column dominance
oceurs.

4) Remove any prime implicates that are eclipsed by others with equal or less cost or to reduce
the number of redundant functions. In the reduced cover table this is done by deleting any |
rows whose checked columns are a proper subset of another row’s and deleting all but one
of a set of rows with identical columns. Table IX shows in colour the eclipsed rows, while
Table X shows the resulting table after removal of the eclipsed rows.

5) Identify the distinguished l-cells (Table X) and includes the corresponding secondary'
essential prime implicates in the minimal cover. As before, any row that contains a * symbol
in one or more distinguished I-cell columns corresponds to a secondary essential prlme
implicate (14 and 18).

6) If all remaining columns are covered by the secondary essential prime implicates as in Table
X, then the algorlthm stops. Otherwise if any secondary essential prime implicates were,
found in the previous step, we go back to step 4) and we iterate.

7) Otherwise a branch and bound algorithm must be used. This implies selecting rows one at a
time and treating them as if they are essential, and recursing steps form 3 to 6.

Prime F |c}e
Implicates 312
a,'+hy’ 8o *
T ¥
& +b°[ S01 Prime F [
a'+b; 8oz * Implicates .
ag"+by’ Lo * 4 ag'+by’ g | *
ag'+ay’ g0 * ay'+by’ L0 * !
by'+a b gn | * : :
Table X: Reduced cover table after removal of
Table IX: Reduced cover table after removal of eclipsed rows, thus showing secondary essential
essential prime implicates and the columns that prime implicates.

they cover. The eclipsed rows are shaded

The resulting solution is depicted in Table XI. Note that the number of redundant functions (4) is
equal to those required by the code i3, but it is double with respect to the redundancy imposed
by the 3-output Berger code. In fact the Berger codes are optimal systematic AUED codes, in the|
sense that the information rate is the highest possible for any information block length [1].
However, the proposed code is better than the Berger code in terms of total area cost for the;
block G: in the case of the application example, the proposed code requires /3 literals, while the\
Berger code requires 33 literals. ‘
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a (b 1 ag | by | H 111 S| g | Zoz | 812
0 0l]0j0f0101[0O 1 1 1 1
0100 1 0 0 1 0 1 1 1
0 0 1 0 0 0 1 0 1 1 1
0 0 1 1 0 1 0 1 0 1 1
0 1 0 0 0 1 0 1 0 1 1
0 1 0 1 0 1 1 0 0 1 1
0 1 1 010 1 1 0 00 1
0 1 1 1 1 010 1 00 1
1 0jJ]OoOjJO}O 1 0 1 0 1 1
1 0 0 1 0 1 1 0 0 1 1
1 0 1 0j0 1 1 010 1 1
1 0 1 1 1 0 0 1 0 1 1
1 1 0 0 1 0 0 1 0 1 1
1 1 0 1 1 0 1 010 1 1
1 1 1 0 1 0 1 0 0 0 0
1 1 1 1 1 1 0 1 00} O

Table XI: Results of the synthesis method applied to the 2-bit adder

IV. Conclusions

We defined a class of systematic AUED codes suitable for self-checking combinational
architectures. Besides, a synthesis method has been proposed to derive the redundant functions
directly from the primary inputs of the original circuit, thus reducing speed penalty and area
overhead, given a target self-checking architecture.

Future directions of the work are devoted to identify synthesis algorithm to map the proposed
AUED codes to the fault tolerant fully CMOS architecture defined in [5, 6]. In this way we can
achieve not only the detection of all unidirectional errors, but also the correction of all possible
single transistor stuck-on faults.
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