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Construction Techniques for Systematic SEC-DED
Codes with Single Byte Error Detection and Partial
Correction Capability for Computer Memory Systems
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Abstract—This correspond prop three new techniques to con-
struct a class of codes that extends the protection provided by previous
single error correcting (SEC)-double error detecting (DED)-single byte
error detecting (SBD) codes. The proposed codes are systematic odd-
weight-column SEC-DED-SBD codes providing also the correction of any
odd number of erroneous bits per byte, where a byte represents a cluster
of b bits of the codeword that are fed by the same memory chip or card.
These codes are useful for practical applications to enhance the reliability
and the data integrity of byte-organized p y Sy
against transient, intermittent, and permanent failures. In particular, they
represent a good tradeoff between the overhead in terms of additional
check bits and the reliability improvement, due to the capability to correct
at least 50% of the multiple errors per byte.

Index Terms—Binary linear block codes, byte errors, computer mem-
ory systems, error control codes, memory reliability, SEC-DED-SBD
codes.

1. INTRODUCTION

The requirements of higher levels of system reliability and data
integrity in computer memory systems have increased the use of
error correcting codes (ECC’s). Codes represent an effective means
of providing protection against transient, intermittent, and permanent
failures ([ 1}1-[4]), thus permitting the design of fault-tolerant memory
subsystems.

The single error correcting—double error detecting codes
(SEC-DED) have been widely used to increase reliability in
memories organized in one-bit-per-chip fashion ([5]-[9], [17]). Such
memory organization is characterized by the fact that each bit of a
codeword is stored in a different memory chip. Thus any fault in
a memory chip, regardless of the physical defect mode, can affect,
at most, a single bit of the codeword.

Unfortunately, the technology trend in standard memory devices
moves toward higher levels of integration, thus implying bigger and
denser memory chips in which multiple-bit per-chip organization is
necessary, mainly to support system memory granularity ([10]). In
this case, memory failures can corrupt the chip in different modes
thus generating different errors. For instance, a single memory cell
failure can generate a single bit error, while other types of faults can
affect multiple bits. The distribution of failure modes represents a
major factor in the definition of the error control codes necessary to
effectively protect a memory subsystem in order to reach the required
levels of reliability.

More recent computer systems adopt a b-bit-per-chip memory
organization, where b > 2 ([17], [22]). In these systems, a chip
failure can generate a one-to-b bit error or “byte error,” depending
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on the type of failure of the chip: cell, word-line, bit-line, partial chip,
or total chip. The conventional SEC-DED codes are not suitable for
providing effective reliability in b-bit-per-chip organizations, since
multiple bit errors are not correctable, and worse in some cases they
can be miscorrected, thus losing data integrity. The uncorrectable
error rates could become very high in case of a memory chip
failure distribution resulting in a large number of multiple bit errors
([10]). In general, there is a tradeoff between error control capability
and efficiency: the higher the reliability required, the larger is the
necessary redundancy.

To increase data integrity and reduce uncorrectable error rates,
several codes with byte error control capabilities have been proposed
in literature ([10]-{16], [18]-{20]). Single error correcting—single
byte error detecting (SEC-SBD) codes (indicated also as SEC-S6ED
where b is the byte length) have been introduced in [11], [12],
[16]. Errors are corrected if they are single random errors, but
the class of detectable errors includes also double random errors
(SEC-DED-SBD) in [13] and, for byte lengths b greater than or
equal to 5, in [12]. SEC-DED-SBD codes have been proposed also
in {20] for b = 4, in [18] for b > 5, in [16] for b > 7, and in {19] for
even byte length. Other approaches ([10], [14], [15]) have presented
single byte error correcting—double byte error detecting (SBC-DBD)
codes (indicated also as SbBEC-DbED). However, the construction of
optimal SEC-DED-SBD codes or SBC-DBD codes for the general
case with the minimum number of check bits is still an open and
challenging problem.

The present correspondence introduces an extension to previous
published papers on SEC-DED-SBD codes. The proposed approach
constructs systematic odd-weight-column SEC-DED-SBD codes in
which the class of correctable errors includes also any odd number of
erroneous bits per byte. This additional capability increases the level
of reliability of a computer memory system with respect to those
systems employing the conventional SEC-DED-SBD code.

However, to support such possibility, an overhead in terms of the
number of check bits is required. Table I provides a first comparison
among the code proposed in the rest of this correspondence and the
SEC-DED-SBD codes presented in [12], [13], [18], [20] and the
SBC-DBD codes reported in [9], [10], [14], [t17], and [22]. Each
table entry represents the check bits lengths (») for some practical
values of byte lengths (b) and data bit lengths (k) for the specified
class of codes. In particular for SBC-DBD codes each entry is the
minimum check bit length required by the corresponding codes. The
mathematical formulas for computing the check bit lengths for the
proposed codes are fully derived in the following sections. As shown
in Table I, a few additional check bits (at most four) are required for
the proposed code with respect to SEC-DED-SBD codes in order
to correct at least 50% of the possible multiple errors per byte. On
the other hand, such overhead is reasonable if compared with the
requirements in terms of check bits of SBC-DBD codes (almost half
for b > 8 for the data in Table I).

The proposed codes have been designed to be applied in a
multiprocessor computer system to achieve high reliability in the
communication between processors and the memory subsystem.
Therefore such codes should allow, in addition to high reliability,
the implementation of VLSI encoding/decoding circuits with high
performances in terms of speed/area ratio together with a short design
turn-around time. These goals have been achieved by constructing
codes belonging to the class of systematic odd-weight-column codes
with modular structure. The use of systematic codes/separable codes
allows the encoding/decoding and the data processing to be performed
in parallel, thus speeding up the data exchange between memories
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TABLE I
COMPARISON AMONG CHECK BIT LENGTHS OF SOME CLASSES OF BYTE ERROR CONTROL CODES WITH DATA BIT LENGTHS A = 16, 32.64.128 AND 256

k 16 32 64 128 256

b NAIBICIDIEIAIB|ICIDIEJAIBICIDIEJAIBIC[DI|EJAIBICIDIEB
3 |sl6 |- 161916 17 |- 18 [12]7 [8 |- |8 {1208 (9 (- [9 [12]9 !10|- [10(15
4 6 6 |- |8 {1247 (7 |- |8 (128 [8 [- 19 11409 |9 |- [10]16]10|10(- |11]16
S 777915888915E98101599910151010101220
6 18 18 |18 19 |18]8 |8 |8 (10189 |9 (9 |11]18]10[10(10 )12 [18]11 {11 (11 |1218
7 9 (9 19 (1012119 19 |9 111(21]10(10]10]12 [21]11{11{1013}21]12 |11 [11[14]21
8 1011019 (11|24 |10 |10 |10 [12 [24 J11 {10 [10 {13 (24 ]12 {11 |11 |14 12413 |12 [12 [15 |24
9 10 (111012 |27 |11 a1 {18 {13 127022 [11 {11 (14|27 }13 |12 |12 {14 |27 {13 {13 {12 |15 {27
10 |11 (121113 |30]12 12 [12 |14 |30}13 |12 [12 {14 {30 |13 {13 {13 |15 30 {14 |14 |13 |16 {30
11 12113112 (14 |33 J13 {13 |13 [14 |33 J13 |13 |13 [15 |33 |14 [13 |13 |16 [33 }15 |14 [14 {17 |33
12 13114113 (15|36 {14 {14 |14 [15 {36 |14 [14 |14 [16 [36 }15 |14 |14 117 [36 {16 |15 {15 |18 |36
13 |14 {15{14 |16 |39 ]15 |15 [15 |16 |39 |15 [15 [15 |17 {39 |16 [15 |15 |18 [39 J17 (16 |16 [19 |39
14 15116 |15 (17 |42 |16 |16 |16 {17 142 |16 {16 {16 |18 [42 |17 |16 {16 |19 [42 |18 |17 {17 |20 142
15 |16 {17116 |18 |45 |17 [17 [17 |18 |45 |17 |17 {17 |19 |45 |18 [17 |17 |20 |45 |19 |18 |18 [21 |45
16 J17[18 (17|18 {48 §18 /1818 |19 {4818 |18 |18 (20|48 |10 |18 |18 |21 |48 |20 |19 |18 |22 |48 |

A: SEC-SBD codes for b=3, 4 and SEC-DED-SBD codes for b 2 5 proposed in [12];
B: SEC-DED-SBD codes proposed in [13] and also in {20] for b=4;

C: SEC-DED-SBD codes for b > 5 proposed in [18];

D: Codes proposed in this correspondence;

E: SBC-DBD codes reported in [9], {101, [14], [17], and [22].

and processors, since it eliminates the need for data extraction after
decoding and the need for encoding during write operations to
the memory. The code modularity allows the organization of the
encoding/decoding circuits as two or more identical logic modules
thus simplifying the process of automatic generation of the circuits
and their physical design, reducing both design time and chip area.
Finally, the complexity of the parity check circuits required by the
given codes can be roughly estimated by examining the structure
of the parity check matrix H. The fastest generation of check and
syndrome bits can be obtained by the systematic odd-weight-column
SEC-DED codes with the additional byte errors correction/detection
capabilities ([6], [21]) thus allowing to satisfy the performance
constraints with a low overhead, as shown in Table 1.

This correspondence is organized as follows. Section II gives
some preliminary notations along with a few necessary definitions. In
particular, necessary and sufficient conditions to be satisfied by the
class of linear block codes, which includes SEC-DED-SBD codes,
are introduced. )

Section 111 presents the techniques defined for the construction of
the parity check matrix used to describe the code. In particular, three
construction techniques, indicated as C, Co, and C3 are proposed
and the relation that gives the code length as a function of the
number of bits per byte and the number of check bits has been
formally derived for the three techniques. Section IV shows some
illustrative examples, significant to computer applications. Finally,
applications considerations and future developments conclude the
correspondence.

II. PRELIMINARIES

In this section some known concepts and notations from coding
theory are introduced ([7]). Note that, in the remainder of the
correspondence, all vectors and matrices have entries from the binary
field GF(2) and all operations are performed over this field, unless
otherwise specified.

A binary linear block code C' can be described as the null space
of a binary vector space generated by the row vectors of an (r x n)
matrix called parity check matrix and indicated as H(,x.), with n
being the length of the codeword composed of % data bits and » check
bits. A n-bit row vector X is a codeword in C' if and only if

HXT =0 5}

where X7 denotes the transpose of X. When the H matrix is
expressed as

H = [BI,] @

where B is an (r x k) matrix and I, the (r X r) identity matrix,
then the code is called systematic. In this case the first & bits of the
codeword can be designated as the data bits, and the last r bits as the
check bits. The encoding process of systematic codes can be easily
performed by deriving the ith check bit from the ith equation of the
r equations (1).

A code C' is said to be an odd-weight-column code ([6]) if there
exist a parity check matrix for C' composed entirely of column vectors
of odd weight, where the weight of a vector is the number of its
nonzero bits.

Let Sxi(rx1) = HX'T be the syndrome vector related to the n-
bit row vector X', where X' = X ¢ E is a codeword read out of
memory, X being the original codeword, E the error vector, and ¢
the bit by bit module 2 sum operator. The ith position of X' is in
error if and only if the ith element of F is a 1.

Some necessary and sufficient conditions on the parity check matrix
of a binary linear block code are given in the next theorems ([13],
[12]).

Theorem 1: Let (' be a binary linear bock code of length » defined
by the check matrix H, ). The code C is an SEC-DED code if
and only if the column vectors h; (i = 1,2,---,n) of H satisfy the
following conditions:
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1y hy #0

2) h; + h j # 0

3) he +hj+he #0

where i, j, and k are distinct integers of the set [1,2.---,7n].

More generally, Theorem 2 gives the necessary and sufficient con-
ditions to be satisfied by a binary linear block code to simultaneously
correct all error patterns in a set Ey and detect all error patterns in
a set By, where E; N E; = {0}.

Theorem 2: Let C be a binary linear block code of length n
defined by the check matrix H(,x») and Ei, E2 be two sets of
error patterns where E; N F2 = {0}. The code C simultaneously
corrects all errors in E; and detects all errors in E if and only if
the parity check matrix H satisfies the following conditions:

1) HET £ 0 VE € {E1 U E»}

2) HET # HET VE,, E; € E

3) VE; € E,, there does not exist an E; € E; such that

HE] = HET.

1II. CobpE CONSTRUCTION TECHNIQUES

In this section, three code construction techniques are reported
to obtain a class of systematic odd-weight-column SEC-DED-SBD
codes which can also correct any odd number of erroneous bit per
byte. Being SEC-DED codes, it is meaningless to consider a byte
length b equal to 1 or 2: therefore, b greater than 2 is considered.

The parity check matrix H,x») is in systematic form as in (2)
with matrix By, xx) composed of a set of ' matrices as

B(r)(k']:[Bl B2 e B; - BK] (3)

where the matrices B; are nonzero distinct (r x b) matrices. By
construction, the number K™ of nonzero distinct matrices B; is equal
to the number of data bytes in the codeword (A" = k/b, where k is
supposed to be a multiple of b, without any loss of generality).

The generic matrix B; is composed of two submatrices.

The first submatrix is a (b x b) matrix having a single element
equal to 1 for every row and column. In the following, this matrix
is supposed to be the (b x b) identity matrix I;, without any loss
of generality. This structure allows us to unequivocally identify the
single bit within the byte.

The second submatrix of B; is a (r — b X b) matrix, indicated
as H;, with the property that its column vectors are equal to each
other and the generic column is stated to be a nonzero (r — b)-
tuple of even weight over GF(2). A set of nonzero distinct matrices
H, can be obtained defining its generic column vector as one of
all the possible distinct nonzero (+ — b)-tuples of even weight over
GF(2). This part of B, allows us to unequivocally identify the single
byte.

The two submatrices composing B;, indicated as I, and H;, have
to be placed vertically in B; following three different techniques
depending on (r — b) being equal, greater or less than b. In all cases,
the code is an odd-weight-column code ([6]), in fact the column
vectors corresponding to the check bits are one-weight columns and
the column vectors corresponding to the data bits are odd-weight
columns, being the sum of the generic even-weight column of H;
plus the generic one-weight column of I;.

Furthermore, the code requires a number of check bits » > b+ 2,
where r is the number of rows in B, b the number of rows in
I,, and the number of rows in H, is at least 2. Globally, the
three proposed techniques allow to construct codes with the given
properties for arbitrary code length (n) and byte length (&) within
the range r > b+2 and b > 2. In particular, the first technique (called

C1) is applied for r = 2b, the second technique (C») for » > 2b,
and the third technique (C3) for b+ 2 < r < 2b.

In C,, a first set of matrices B, is obtained by placing all the
possible H; above a matrix I, while a second set of B, is obtained
by placing all the possible H; below the I,. In this way, the two sets
of matrices are composed of the same number of matrices B;.

In Cs, to obtain a class of codes with the same properties as in
(1, the two sets of matrices B; are composed of a different number
of matrices. A first set of matrices B, is obtained by placing all the
possible H; above a matrix Iy, while a second set of B; is defined by
placing a subset of H; below the Iy, choosing the subset of H; such
that the resulting column vectors of the first set of B; are different
from the column vectors of the second set of B;.

Finally, to maintain the same properties in Cy as in the previous
cases, only a single set of B; is obtained by placing the generic H;
above I, or below I,.

Once the set of matrices B; is obtained as shown in the three
constructions, a set of codes with the same properties can be simply
derived by changing the position of the submatrices B; in the matrix
B defined by (3).

A detailed description of the structure of the matrices B, for
i € {1,2,---, K} is proposed hereafter for the three constructions.
The maximum number of data bytes in the codeword A’ as a function
of (r,b) is derived, from which the maximum length of proposed
codes can be easily derived as: n(r,b) = bR'(r,b) + r. After each
construction, a theorem states the properties of the proposed codes.
These properties, in terms of error correction and detection, are the
same in all three cases, while the maximum values of A as a function
of (r,b) are different and given by

K(rb)=2"-2, forCy @)
Erb)=2""""1427%2_2  forCe (5)
Kirb)=2""'-1, forCs. ()

Construction Cy
Assume r = 2b, let the matrix B, ) in the (2) be defined as

B(yxky=[B1 By «-- B; -+ Bg, B By - B ’ B}"“]
where
B I, fori € [1,2,+--, Ko] (8)
= Hl 8Ly s A0

and I, denotes the (b x b) identity matrix, H; is a (b x b) matrix
with its column vectors equal to each other and A = 2R.

Let ¢; be the generic b-bit column vector of H, and Sy_; the
(b — 1)-dimensional subspace of the finite field GF(2%) composed of
the 2°~! distinct b-tuples of even weight over GF(2), it is possible
to define a set of (2°~' — 1) vectors ¢; and consequently a set of
(2°~' = 1) matrices H; corresponding to the (2°~' — 1) distinct
nonzero b-tuples of Si_;. Hence the function I (r,b) is given by

4.
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TABLE 11
WEIGHT OF THE SYNDROME VECTOR CORRESPONDING TO THE SET OF ERROR PATTERN E; FOR CONSTRUCTION ('

Error Syndrome Weight of top Weight of bottom Notes
type vectors s b-rows of s b-rows of s;

Single emror check bits | $1a 1 0

Same same 0 1

Single error data bits SiB p 1 pe P

given by (7)

Single error data bits $1C 1 4 peP

given by (8)

0Odd (d) error SOA d 0 de D

check byte :

Same same 0 d deD

Odd (d) ervor databyte | soB p pe P,de D

given by (7)

0Odd (d) error databyte | soc d p pe P,de D

given by (8)

The subsets of integers P and D are defined in (9) and (10) respectively.

Hereafter the possible matrices H, are reported for b = 3 and

b = 4, where the index 7 has been chosen arbitrarily

111

b=3——>IX'()=3 H1= 11 1:|
000

111 00 0
H,= 1[0 0 0 Hg:lll}
111 111
1 1 17

b:4—>1\—[)=l le(l)é(lj(l]
) ) 0 00 0]
111 1 1111
0000 000 0
Ho=1y 1 1 1| =100 0
00 00 1111

0 0 0 0] 0 0 0 0]
1111 1111
Hi=11 3 11| =1y 00 o0
0000 1111

0 0 0 0] 1T 1 1 1]
000 0 1111
Ho=1y 1 ¢ =1 1 1 1|
11 1 1] 1 1 1 1]

Theorem Cy: For r = 2b the codes constructed by C, are
systematic odd-weight-column SEC-DED-SBD codes capable of
correcting any odd number of erroneous bits per byte and A'(r,b)
is given by (4).

Proof of Theorem C'i: In order to prove that the proposed codes
have the declared properties, it is necessary to apply Theorem 2,
where the set £y is composed of all possible single-bit error patterns
and all possible odd-bit per byte error patterns, while £ is composed
of all possible double-bit error patterns and all possible even-bit per
byte error patterns. Ta apply Theorem 2, the syndromes corresponding
to the two sets of error patterns E; and F» have to be derived.

Considering E';, each r-bit syndrome vector s; associated with a
single-bit error pattern is equal to the corresponding column vector h,
of the parity check matrix H and each syndrome vector s associated
with an odd number of erroneous bits per byte is equal to the bit by
bit module 2 sum of the column véctors h; of H corresponding to
the erroneous bits per byte.

The set S of the syndrome vectors s; can be subdivided into
three subsets as follows:

S =5aUS5pUS ¢

where 514 is composed of the nonzero distinct vectors sy 4 corre-
sponding to a single error in the check bits of the codeword; Sip
is composed of the nonzero distinct vectors s1z corresponding to
a single error in the data bits of the codeword given by (7); Sic:
is composed of the nonzero distinct vectors sjc corresponding to a
single error in data bits of the codeword given by (8).

The set Scof the syndrome vectors so can be partitioned into
three subsets as follows:

So = 504U Sos U Soc

where So4 is composed of the nonzero distinct vectors soa cor-
responding to odd (> 3) numbers of erroneous bits per check byte
of the codeword; Sop is composed of the nonzero distinct vectors
sop corresponding to odd (> 3) numbers of erroneous bits per data
byte of the codeword given by (7); Soc is composed of the nonzero
distinct vectors s corresponding to odd (> 3) number of erroneous
bits per data byte of the codeword obtained from (8).

Let P be the subset of the even positive integers in the range from
2 to 2|b/2] (where |x] denotes the integer part of » and sums and
products are integer operations) defined as

P={p=2yly €L, 2.--.[b/2]]} 9)
and D be the subset of the odd positive integers defined as

D={d=2y+1ye[L 2. . [(b—1)/2)]}.  (10)

The weight of the syndrome vectors (i.e., the number of nonzero
bits in the syndrome vectors) belonging to the set S| U So, can
be schematically represented as shown in Table II. In particular the
table gives separately the wight of the top and bottom b-rows of the
syndrome vectors corresponding to each type of error patterns in E|,
in order to show that each syndrome vector is a nonzero vector that
differs not only from the other vectors of the same set, but also from
the vectors of the other syndrome sets. Globally the syndrome vectors
corresponding to E; are nonzero and distinct to each other, hence the
properties 1) and 2) of Theorem 2 are satisfied for E;.
Considering the error patterns belonging to the set E-, note that the
corresponding syndrome vectors are nonzero even-weight »-tuples,
being the sum of an even positive integer number of nonzero distinct
odd-weight r-tuples. Thus comparing the syndromes corresponding
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to the sets E, and E-, it is easy to verify that property 3) of Theorem
2 is also satisfied. Q.ED.

Construction Co

This construction technique assumes r > 2b and determines the
structure of the corresponding matrix By, x) defined as follows:

Birxr)
=[B, By --- B; -+ Bg, By B; -+ B, Bi ]
where
H, . .
B = [1 ] fori € [1.2.- -+ Ko] (1
b
/ I, . -
BI:[ } forj € [1,2.---, iy] (12)
HJ

and I;, denotes the (b x b) identity matrix, H; and H; are (r —b X b)
matrices with their column vectors equal to each other and A" =
I\'o =+ I\’l.

Let ¢, be the generic (r — b)-bit column vector of H; and S, —4—1
the subspace of GF(2" ") composed of the 27 =1 distinct (r — b)-
tuples of even weight over GF(2), it is possible to define a set of
(27=%=1 — 1) vectors ¢; and consequently a set of (2770 — 1)
matrices H; corresponding to the (2"7%"! — 1) distinct nonzero
(r — b)-tuples of S;_i_1, hence the function A'o(r.,b) is given by

Ko(r.b)=2"""""-1.

The generic matrix H;(r — b x b) has the following structure:

M, 17 —ll 2b
Hi=|—
Sl
|
where M,, and V,, are an (r — 2b X b) matrix and a (b x b) matrix,
respectively, and each with its column vectors equal to each other.

As before, it is possible to define two sets of distinct matrices
M,, and N, in tte following way. Let ¢,, be the generic (r — 2b)-
bit column vector of M, and S,_2,—: the subspace of GF(27~2)
composed of the 27=2=1 distinct (r — 2b)-tuples of even weight
over GF(2), it is possible to define a set of 27"2=1 yectors ¢, and,
consequently, a set of 2" 72*~! matrices M,, corresponding to the
27=26=1 (igtinct (r — 2b)-tuples of S,_2y—1, including the all-0’s
(r — 2b)-tuple.

A set of 2"~! matrices N, corresponding to the 2°~ distinct b-
tuples of S,_i, including the all-0’s b-tuple, can be derived in a
likewise fashion.

Now let Hj be defined considering all possible pairs of M,,,
N, except for the pair generating the all-0’s matrix. The number
of distinct matrices H; obtainable following this construction is
(2772b=12b=1 _ 1) hence the function i'((r,b) can be presented as

Ki(rb)=2""""2.1.

In conclusion, the function A'(r,b) is given by (5).

Theorem C>: For r > 2b the codes constructed in Ca are
systematic odd-weight-column SEC-DED-SBD codes capable of
correcting any odd number of erroneous bits per byte and A'(r,b)
is given by (5).

The proof of Theorem C is found in the Appendix.

Note C>: Construction C'> requires r > 2b and, when r is not
a multiple b, we have |r/b] check bytes of b-bit length and one
check byte of (r — |r/b]b)-bit length. Without loss of generality, it
is possible to assume that the first and the last b-bit of the check bits
belong to a check byte of length b-bit.
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Construction Cs

This construction method assumes b + 2 < r < 2b and derives
the matrices B;(, x4 for the corresponding code. Let the matrices
B,(xp) in (3) be defined as

B; = I:}III),}" fori € [1,2.--+, K] (13)
or
B; = [5.1‘}, fori € (1,2,-+-, I} 14)
b

where I, denotes the (b x b) identity matrix and H; is an (r — b x b)
matrix with its column vectors equal to each other.

Let c; be the generic (r — b)-bit column vector of H; and S, 1
the subspace of GF(2"~?) composed of the 2’ —5=1 distinct (r — b)-
tuples of even weight over GF(2), it is possible to define a set of
(271 — 1) vectors ¢; and consequently a set of (277! — 1)
matrices H; corresponding to the (2" 7*~! — 1) distinct nonzero
(r — b)-tuples of S,_s—1. Therefore, the function I'(r,b) can be
represented as defined in (6).

Theorem Cy: For b+ 2 < r < 2b the codes constructed in Cs
are systematic odd-weight-column SEC-DED-SBD codes capable of
correcting any odd number of erroneous bits per byte and A'(r,b)
is given by (6). .

The proof of Theorem ('3 is given in the Appendix.

Note C's: Construction C'; requires b + 2 < r < 2b, thus one
check byte has b-bit length and one check byte has (r — b)-bit length.
Without any loss of generality, it is possible to assume that the first
(last) b-bit of the check bits belong to the check byte of length b-bit
if the set of matrices B, has been chosen as in (13) (in (14)).

IV. ILLUSTRATIVE EXAMPLES

In this section the construction techniques shown above have been
applied to generate some examples of parity check matrices.

Example 1: From Theorem C; a SEC-DED-SBD code, that can
also correct any 3-tuples of erroneous bits per byte, can be constructed
with b = 4, » = 8, and I’ = 14. Construction C'; can be applied to
yield the following parity check matrix H,(sxe4) of the code:

0000 0000 1111 1000
1111 0000 1111 0100
0000 1111 1111 0010
1111 1111 1111 0001
1000 1000 1000 1111
0100 0100 0100 1111
0010 0010 0010 0000
0001 0001 0001 0000
1000 1000 1000 0000
0100 0100 0100 0000
0010 0010 0010 0000
0001 0001 0001 0000
0000 1111 0000 1000
0000 1111 0000 0100
1111 1111 0000 0010
1111 1111 0000 0001

0000
1111
1111
0000
1000
0100
0010
0001
1000
0100
0010
0001
0000
1111
0000
1111

1111
1111
0000
H, = 0000
1000
0100
0010
0001
1000
0100
0010
0001
1111
0000
1111
0000

1111
0000
1111
0000
1000
0100
0010
0001
1000
0100
0010
0001
1111
0000
0000
1111

1111
0000
0000
1111
1000
0100
0010
0001
1000
0100
0010
0001
0000
1111
1111
0000

Given b = 4 and r = 8, this code controls the maximum number
of data bits (56). From this code, some other codes, controlling a
number of data bits less than 56, can be simply derived by discarding
some of the submatrices B;(ax4). The choice of which one of these
matrices is to be discarded follows the criterion of having the fastest
encoding and error detection in the syndrome decoding process. In
order to obtain the fastest encoding/decoding processes, it is necessary
to minimize the number of 1's in each row of the H matrix. In fact,



[EEE TRANSACTIONS ON INFORMATION THEORY, VOL. 41, NO. 2, MARCH 1995

589

TABLE III
WEIGHT OF THE SYNDROME VECTOR CORRESPONDING TO THE SET OF ERROR PATTERN E; FOR CONSTRUCTION Co
Error Syndrome Weight of wop Weight of Weight of Notes
type VeCtors s; b-rows of si middle bottom
(r-2b)-rows of s;j] b-rows of s;

Single error check bits | sia 1 0 0

Same same 0 1 0

Same same 0 ()} I

Single error data bits | siB p” P ! pPeP

given by (11) p"eP”
p4p”22

Same same di & 1 &1 Dy
die Dy
&14dy 22

Single error data bits sIC 1 P p”’ pPePl

given by (12) pP"eP”
p4p” 22

0Odd (d) error SOA d 0 0 deD

check byte*

Same same 0 delD

Same same 0 0 d deD

0Odd (d) error databyte | soB p” P d pPer

given by (11) p'epP”
pp” 22
deD

Same same di & d d1e D'y
die Dy
&1 22
deD

0dd (d) error data byte | soc d P p” reP

given by (12) pPepP”
p+p” 22
deD

The subsets of integers D, P, P',P”, DY, D1, D) are defined in (10) and (A1) - (A6).

* See note Ca.

the total number of 1’s in each row of H is related to the number
of logic levels required to generate the check bits and syndrome bits
of that row ([6]).

Following this criterion, a set of matrices H(sx40) can be derived
from H,, having 32 data bits and a number of 1’s in the rows of
H equal to 13, that corresponds also to the minimum number given
by the optimal minimum odd-weight-column SEC-DED codes ([6]).
One of these matrices is the following Hg(sx40y matrix, that has
already been reported in [9], as an example of SEC-DED-SBD code
for b = 4 and k& = 32. This code was derived in [9] from a SEC-DED
code through the application of the column reconfiguration method
to detect also single byte errors. :

0000
1111
06000
1111
1000
0100
0010
0001

1000
0100
0010
0001
1111
0000
1111
0000

1000
0100
0010
0001
1111
0000
0000
1111

1000
0100
0010
0001
0000
1111
1111
0000

1111
0000
1111
g000
1000
0100
0010
0001
1000
0100
0010
0001
0000
1111
0000
1111

0000
1111
1111
0000
1000
0100
0010
0001
1000
0100
0010
0001

0000
0000
0000
0000

1111
0000
0000
1111
1000
0100
0010
0001
0000
0000
0000
0000
1000
0100
0010
0001

Hy =

Example 2: From Theorem (2 a SEC-DED-SBD code, that can
also correct any 3-tuples of erroneous bits per byte, can be constructed
with b = 3, r = 8, and A" = 22. Construction C'> can by applied to
yield a parity check matrix Hsx74) of the code:

111
000
000
000
111
100
010
001
111
111
000
111
111
100
010
001
100
010
001
111
111
000
111
111

000
000
111
000
111
100
010
001
100
010
001
000
000
000
111
111

111
111
000
000
000
100
010
001
go00
000
000
111
111
100
010
001
100
010
001
111
111
000
000
000

111
000
111
000
000
100
010
001
111
111
111
111
000
100
010
001
100
010
001
111
111
111
111
000

111
000
000
111
000
100
010
001
111
111
111
000
111
100
010
001
100
010
001
111
111
111
000
111

000
111
111
000
000
100
010
001
111
000
111
111
111
100
010
001
100
010
001
000
000
000
000
000

000
111
000
111
000
100
010
001
000
111
111
111
111
100
010
001
00
00
00
10
01
00
00
00

0600
111
000
000
111
100
010
001
100
010
001
000
000
111
111
000
000
000
000
000
000
100
010
001

000
600
111
111
600
100
010
001
100
010
001
000
000
111
000
111

H;
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TABLE IV
WEIGHT OF THE SYNDROME VECTOR CORRESPONDING TO THE SET OF ERROR PATTERN E; FOR CONSTRUCTION ('3
Brror Syndrome Weight of top Weight of bottom Notes
_type VECIOIS §j b-rows of s; (r-b)-rows of §;
Single error check bits | sja 1]
Same same 0 1
Single error data bits 1B ] peP
given by (13)
Odd (d) error SOA d 0 deD
check byte*
Same same & deD
Odd (d) error data byte | sos p pe P, de D
given by (13)

The subsets of integers D, P and D’are defined in (10), (A1) and (A7), respectively

* See Note C3

Example 3: From Theorem 5 a SEC-DED-SBD code, that can
also correct any odd number of erroneous bits per byte, can be
constructed with h = 8, r = 12, and A" = 7. Construction ('3 can
be applied to obtain a parity check matrix Hy25xssy. Using the same
criterion as that in Example 1, it is possible to extract form this matrix
a set of matrices H{y2x44), baving 32 data bits in the codeword. One
of the set of submatrices is

1111111
11111111
00000000
00000000
10000000
01000000
00100000
00010000
00001000
00000100

11111111
00000000
00000000
11111111
10000000
01000000
00100000
00010000
00001000
00000100
00000010 00000010
L00000001 00000001
1000000000007
010000000000
001000000000
000100000000
000010000000
000001000000
600000100000
000000010000
000000001000
000000000100
000000000010
000000000001 J

00000000
11111111
11111111
00000000
10000000
01000000
00100000
00010000
00001000
00000100
00000010
00000001

00000000
00000000
11111111
11111111
10000000
01000000
00100000
00010000
00001000
00000100
00000010
00000001

Hy =

V. APPLICATION RESULTS AND CONCLUDING REMARKS

The proposed techniques allow us to generate a class of codes
extending the protection provided by previous SEC-DED-SBD codes
by constructing systematic odd-weight-column SEC-DED-SBD
codes giving also the correction when the byte error pattern has
odd weight.

Extension techniques are under development to increase the max-
imum length of the proposed codes. A first technique adds some
submatrices to the parity check matrix corresponding to some extra
data byte. The codes obtained with this extension technique are still
systematic SEC-DED codes, but the property SBD is preserved only
for the data bytes and not for the check bytes. This technique also
intends to minimize the number of 1’s in each row of the parity
check matrix, to allow fast generation of check bits and syndrome

bits. Another technique extends a code generated with the proposed
techniques to form a new code with the same error control capabilities
but covering a double number of information bits using one more
check bits.

Furthermore, the proposed codes are suitable for high performances
VLSI implementations in computer applications, being systematic
odd-weight-column and having modular structure ([21]). The pro-
posed construction techniques have been effectively applied to design
a 64 information bit-error control code integrated in a VLSI circuit
developed by the R&D Labs of Bull HN Information Systems Italia
for a multiprocessor computer system. This device interfaces the main
memory and five data channels to processors and I/O’s. Its complexity
is about 55000 equivalent gates with 11500 internal nets and 202
logic pins. It was fabricated using the 0.7-ym CMOS sea-of-gates
technology supplied by LSI Logic Corporation.

APPENDIX

Proof of correctness for Theorem C'> and C'5 are contained in this
Appendix.

Proof of Theorem C'y: The complete proof of Theorem Co is
omitted, since it is quite similar to the proof of Theorem C. Given
the following subsets:

P={p=2ylye[l,2,---,[(r =0)/2]]} (A1)
P ={p =22|r=[0.1,2,--.|(r — 20)/2]]} (A2)
P = {p” — ley = [(), 1.2+, Lb/g”} (A3)
D as defined in (10).
D'={d=2y+1lye(l,2,---,[(r —26-1)/2]]} (A9
D\ =D"u {1} (A5)
D, =DuU{1} (A6)

the weight of the syndrome vectors, corresponding to the set £, can
be schematically represented as shown in Table III. In particular the
table gives the weight of each set of syndrome vectors, corresponding
to each type of error patterns in E'; ; the global weight of the syndrome
vectors is determined separately for its top b-rows, middle (r — 2b)-
rows, and bottom b-rows. Q.E.D.

Proof of Theorem C'y: The complete proof of Theorem C' is
omitted, since it is quite similar to the proof of Theorem C,. Table
IV reports the weights of the syndrome vectors corresponding to
the set £y, I and D being the subsets defined in (10) and (Al),

respectively, and
D ={d=2y+1yel,2.---,.[(r=b=1)/2]]}. (AD)

QED.
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Bounded Minimum Distance
Decoding of Unit Memory Codes

Uwe Dettmar and Ulrich K. Sorger

Abstract—In this paper we propose an algorithm for bounded min-
imum distance decoding of (partial) unit memory codes up to half the
“designed” extended row distance. It makes use of a reduced trellis with
the nodes found by bounded minimum distance decoding of the block
codes used in the unit memory code. The results can be extended to
general multimemory codes. The complexity of this algorithm is upper
bounded by 2(d] — 2d, ) times the complexity of the bounded minimum
distance decoder of the block codes in the unit memory code. Here d. is
the linear increase of the designed extended row distance d, .

ded

Index Terms—(Partial) unit y codes, b
decoding, extended row distance, convolutional codes.

minimum distance

1. INTRODUCTION

What is the meaning of a bounded minimum distance (BMD)
decoder for (P)UM codes [1], [2] or convolutional codes? Naturally,
a correct decoding up to half the free distance d, must be guaranteed
by such a decoder. However, that is not sufficient as a maximum-
likelihood decoder is able to correct many error patterns of larger
weight [3], as well. A BMD decoder should also correct some of
these error patterns. There is another desirable property of such a
BMD decoder: If an error event has occurred at a certain time ¢, the
decoder must return to producing correct decisions after a relatively
error poor sequence in the received word.

In [3], a BMD decoding algorithm for unit memory codes is given.
This algorithm is based on a finite-state machine which represents all
decodable error sequences as state transitions. This is possible as the
number of decodable error patterns of minimum bounded weight is
finite. Nondecodable sequences lead the decoder to a so-called dead
state from which it retr ns after receiving a sequence with a smail
number of errors. To map the possible error patterns to the state
transitions a syndrome former together with a table lookup is used.
The machine starts ¢. the beginning of the received sequence in state
zero and sequentially uses the next received block to determine the
next state transition. However, the application of the algorithm to
codes with larger distances and to soft-decision decoding seems to
be complicated.

The approach to BMD decoding proposed here uses block BMD
decoders for the block codes that build the (P)UM code. This ap-
proach seems to be natural as most (P)UM codes are also constructed
from block codes. We assume that BMD decoding of (P)UM codes is
not far from the performance of maximum-likelihood decoding if the
block length is short. In this case, the decoding domain of the BMD
decoder should fill up a large fraction of the code space. Suboptimal
decoders of low complexity are of great interest as some good (P)UM
codes can be easily constructed [3]-[5] but not practically decoded by
a maximum-likelihood decoder. The correspondence is organized as
follows: in Section II, we recall the definitions of (P)UM codes and
the extended row distance. In Section III, a BMD decoding algorithm
for (P)UM codes that guarantees correct decoding up to half the
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