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Automatic Generation of Error Control Codes for Computer Applications

Franco Fummi, Donatella Sciuto, and Cristina Silvano

Abstract—This paper proposes a methodology, implemented construction techniques [8] providing systematic odd-weight-
in a tool, to automatically generate the main classes of er- column SEC-DED-SEC codes in which the class of cor-
ror control codes (ECC's) widely applied in computer memory  yactaple errors also includes any odd weight error pattern in a

systems to increase reliability and data integrity. New code . . o .
construction techniques extending the features of previous single single byte by adding redundancy. A few additional check bits

error correcting (SEC)—double error detecting (DED)-single byte (at most four) are required by the proposed codes with respect
error detecting (SBD) codes have been integrated in the tool. to SEC-DED-SEC codes in order to extend the protection

The proposed techniques construct systematic odd-weight-column including the correction of at least 50% of the possible multiple
SEC-DED-SBD codes with odd-bit-per-byte error correcting g per byte. However such an overhead is reasonable with
(OBC) capabilities to enhance reliability in high speed memory t to th dund f SBC—DBD codes: th d

systems organized as multiple-bit-per-chip or card. respect to the redundancy o ~ codes. the propose
codes require almost half of the redundant bits with respect to

Index Terms—Computer memory systems, error control codes, hqge required by SBC-DBD codes for> 8.

memory reliability, VLS| architectures. This paper extends the works presented in [9] and in [10],
and shows also that the proposed codes are suitable for high

|. INTRODUCTION performance VLS| implementations in computer applications,

O meet the increasing requirements of system reliabil\igy using high speed encoding/decoding circuits and parallel
and data integrity, error control codes (ECC's) ha ata processing. The paper is organized as follows. Secnpn I
been widely exploited in the design of computer memoRfOPOSeS an overview of the methodology and the derived
subsystems [1]. This work aims at providing a methodolog?,mh.'tecwmj of the software advisor, while the_maln ;trategles
implemented in a modular and efficient tool, to automatfPPlied to implement the code classes considered in GECO
cally design ECC’s and the corresponding encoding/decodifif examined in Section Ill. The same section briefly describes

logic from the code specifications. The proposed tool, calldlde new codes construction techniques (a formal description of

GECO (GEnerator of COdes), integrates the main classest§fSe techniques can be found in [8]), while Section IV shows

codes suitable for high performance computer applicatiori8® main advantages offered by these codes and how these
as identified in literature. However, its modularity allow$0des can be implemented as VLSI circuits. Finally, some
an easy introduction of new classes of codes. In particul@Pplication results are given in Section V.
the tool automatically generates the parity check matrix, the
VHDL description of the encoder/decoder and the related
performances. Il. AuToMATIC INSERTION OFECC’S INTO VLSI'S
Several codes with byte error control capabilities have The aim behind the use of the proposed tool GECO is to
been proposed in literature [1]. Single error correcting—singlgovide system designers with an easy-to-use software advisor
byte error detecting (SEC-SBD) codes (indicated also &sincrease the design time during the development of ECC’s
SEC-SbED wher# is the byte length) have been introducednd the corresponding logic. The user-friendly interactive
in [2], [3]. Errors are corrected if they are single random errorfiterface allows the user to choose among the code classes
but the class of detectable errors includes also double randantl code parameters, mainly the number of data bitstie
errors (SEC-DED-SBD) in [4] and, for byte lengths 5 in  number of check bitsr) and the byte lengthb]. GECO has
[2]. SEC-DED-SEC codes have been proposed also in [5] fs¢en developed by using the object oriented methodology and
b =4, in [3] for b > 7, while other techniques are reported inhe G+ language. It is composed of the following main
[1]. The approaches [6], [7] have presented single byte eri@ibdules: the user interface, the controller, the generator, the
correcting—double byte error detecting (SBC-DBD) codegparator, the VHDL translator, and the internal functions
(indicated also as SbEC-DbED). However, the construction @fanager, such as the Galois field manager.
optimal SEC-DED-SEC or SBC-DBD codes for the general The controller is a virtual class from which as many classes
case with the minimum number of check bits is still an opess the corresponding classes of codes have been derived.
and challenging problem. Each controller class contains the knowledge on the parameter
To increase the reliability level of a computer memoryelations and possible code construction techniques. When the
system with respect to those systems employing convarser interface receives a request from the user to change the
tional SEC-DED-SEC codes, the authors proposed new ca@dgue of a code parameter, the Interface addresses the request
to the controller. First, the controller verifies if the request is
Manuscript received April 26, 1995; revised September 30, 1997. in the allowed parameter range, then the relations among the
F. Fu_mmi an'd D. Scigto_are wit_h the Department of Electronics andgde parameters are recomputed. When the parameter values
Information, Politecnico di Milano, Milano 1-20133 lItaly. . .
C. Silvano is with the Universit di Brescia, Brescia I-25123 Italy. satisfy the user, the controller calls the generator to activate
Publisher Item Identifier S 1063-8210(98)06001-6. the corresponding optimal construction algorithm.
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The generator module consists of a set of functions imdvantages and the implementation strategies adopted. In
plementing the code construction algorithms for every codgneral, the overall complexity of the parity check circuits
class and parameter configuration. Up to now, the five classequired by the given codes can be roughly estimated by ex-
of codes described in Section Ill are included in the geneimining the structure of the parity check matfix Basically,
ator. Some algorithms use specialized objects to implemehé global number of “1”'s inH determines the complexity of
different algebras such as the Galois fields algebra. the hardware required: a lower number of “1”’s requires a less

The finite fields of2™ elements #» > 1), called Galois complex circuit [1]. In particular, in systematic codes the total
fields GK2™), play a primary role in algebraic coding theorynumbert; of “1”'s in the ith row of H is related to the number
[1], [11], thus a dedicated object has been developed to mana@€ogic levels necessary to generate the corresponding check
the GK2™), based on both the element representations: thg (C;) or syndrome §;), as described in [12].
power representation and the polynomial representation. Anyassuming the use of a-inputs module 2 adder, the number
function included in GECO can interact with the @) of |ogic levels required to genera@ ands; are, respectively,
manager, asking for elements of @) and functions repre- given by ic, = [log,(t; — 1)] andls, = [log, #;], where
senting possible operations among the elements. [+] indicates the smallest integer greater than, or equal to,

The separator algorithm transforms a nonsystematic cofeTherefore, to obtain the fastest generation of check and
into a systematic or at least a separable code. This Opera@?f‘ﬂdrome bits, alt; for i = 1, 2, - --, » should be minimum
is always possible [2], thus all code construction schemggqy equal, or as close as possible, to the average number
generating nonsystematic codes, call, as last operation, Hi\?en by the total number of 1s i divided by the num-
separator to derive the final parity check matrix in systemalie,. ¢ rows ¢). A class of codes satisfying such criteria
or, at least, separable form. In both cases, the informati%ncam,_}d a minimum-equal-weight code [1]. Finally the
bits are maintained separated from the check bits, so that {ig |arized codes, whose encoding/decoding logic can be

-encoding/decoding.and the. data. processing can be perforrﬂ?&anized as, identical modules [7], have been preferred for
in parallel and all information bits read out of the memory, i implementation advantages

appear unchanged. Among SEC-DED encodings, the Hsiao codes [12], repre-

As .baS'C definition, a binary Iln_ear block codé can be senting the optimal minimum odd-weight-column SEC-DED
described as the null space of a binary vector space generate@ .
es, have been implemented.

; . O
by the row vectors of affr x n) matrix called parity check The SEC_DED-SEC codes are useful to maintain data

matrix and indicated agl(, ), With » being the length of integrity in byte-organized memories, where the probability
the codeword composed &fdata bits ana check bits. Ann- of byte errors is high. Both Reddy codes [2] and Chen

bit row vectorX is a codeword irC if and only if HX? =0, .

where X7 denotes the transpose &f. When theH matrix codes [4] can be generated by GECO. Being these codes

is expressed a$l — [BI,], being B an (r x k) matrix nonsystematic, the Separator is called to convert them into
iy a separable form. For a given set of valuds r, b), the

and I, the (r x r) identity matrix, then the code is called ) _ .
systematic. Givem, the separator algorithm searches for a sgpnstruction technique ol . ) for Reddy codes is based

of r columns ofHy, , ) in order to find a submatrix off, °" the composition of as many submatrickg, , ,, as the

i X b) X
called A, « , that is nonsingular, thus invertible. Once th@umber of bytes in the codeword. Each submatHx is
submatrixA is obtained, the inverse matrig—* is compute

d composed of two submatrices following two techniques, for

and finally theA—!H product is performed to obtain the parityb even or odd, respectively, as illustrated in [2]. Chen codes
check matrix in separable/systematic form. can be constructed following several techniques as described

The algorithm can require a large amount of computatidfi [4]- In particular, the first two techniques can be applied
time for high values ofa or r: in fact for a Hy, x , it can to- a predefined SEC—.DED—SEQ code to obtain a new code
require, in the worst case, the computation of the rank?gf With the same properties, but witlr + 1) redundant bits and
matrices of sizér x ). Thus, for some classes of codes som@ + 1) bits per byte, respectively.
heuristic methods have been identified and implemented, sucdhe new class of SEC-DED-SEC-OBC codes described
as in the case of SEC-DED-SEC codes proposed by Redidyl8] has been included in GECO, since it extends the
in [2]. protection provided by SEC-DED-SEC codes by adding few

Finally, the VHDL Translator reads the code characteristi¢dundant bits and offering implementation advantages, as
and the parity check matrix and generates the VHDL hiergghown in Section IV. As in the Reddy codes, the construction
chical description of the basic blocks implementing the codt&chnique ofH,. . ., is based on the composition of as many
check bit generator, syndrome generator, syndrome decodelomatricest; , , ,, as the number of bytes in the codeword.
and error corrector. Two architecture bodies are defined foepending on the values ¢f, ), three techniques have been
each of these entities, to have both structural and behaviadefined to get thed; as in [8].
descriptions. In particular, the first technique’{) requiresr = 2b, the

second techniquel}) requiresr > 2b and the third technique

lIl. CODE CONSTRUCTION TECHNIQUES (C3) requiresb + 2 < 7 < 2b. In Cy, the matrix By, 1) is

The main features of the five classes of codes considered!ffined as
GECO are examined in this section, to outline their application By,  yy = [B1B2---B;--- Bg,B1By--- B - By |
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H; . corresponding binary matriX* in the field. A list of primitive
B, = , foriell, 2, -, K ; . X
|:Ib } iel ol polynomials [11] with the smallest number of terms (foin
, I, ) the range from 3 to 24) are stored in a file as a string of bit
B = H | fori e (L, 2, -, Kol representing the binary coefficients of each polynomial).

From eachy(x), the non singular companion matfiXb x b)

wherel, denotes théb x b) identity matrix, H; is a (b x b) is derived from the binary coefficients gfx) as follows:

matrix having its column vectors equal to each other [the

generic column ofH; is a nonzerob-tuple of even weight (1) 8 8 8 z(;
over GF(2)] andK = 2Kj. Let ¢; be the generié-bit column 0 1 0 - 0 g
vector of H; and S,_; the (b — 1)-dimensional subspace of T xp) = 0 0 1 0 s
the finite field GF2°) composed of the€’~! distinct &-tuples
of even weight over GF(2), it is possible to define a set of 0 0 0 - 1 g

(2°-1 — 1) vectorsc; and, consequently, a set (#~! — 1)
matricesH; corresponding to thé2°—! — 1) distinct nonzero ~ Then, the transformation process requires the computation
b-tuples of S,_,. Hence, the functionK(r, b) is given by of the power of the binary matrify, . ;) to obtain the field
K(r, b) = 2 — 2. For example, th&; scheme can be appliedl'. The final parity check matridd, , ;) is as follows:

to b = 4 to yield a systematic (64, 56) SEC-DED-SEC triple-

bit-per-byte ECC represented by (1) shown at the bottom & x #)

the page L I, - I, --- I, I, O, O,
111 17 111 17 =l 7 ... T ... T2 O, L, O
1111 0000 L, T? ... T% ... T2 0, 0, I,

H=1o 00 0ol #7111 1
0 0 0 0 0 0 0 O] A class of double error correcting—triple error detecting
1 1 1 1- 0 0 0 0 (DEC-TED) codes can be constructed according to the theory
000 0 11 1 1 of BCH codes [11] that, for a given set of parameter values

H; = 00 0 0 Hy= 11 1 1 (k, r, andd,,), can be obtained as cyclic codes from a table
101 1 1) 0 0 0 ol containing the gorresponding ggnerator polyn_omial. Then., the
0 0 0 0- 0 0 0 0 generator r_natnxG can be derived, from WhIC.h th.e parity
11 1 1 00 0 0 check .matrlx can be compgteq k_ingT = 0..To simplify the

Hy = 00 0 0 Hg = 111 1 operation to get thed matrix, it is convenient to transform
111 1 111 1 the G matrix in systematic form’}(k X _k) = [IkP(k_ x r)_].
- i B N In this case, théd matrix is in systematic form and it is given
il by Hr x n) = [PT(k x )I,].

e
L1 1 1 1] IV. VLSI | MPLEMENTATION OF THE PROPOSEDCODES

The single byte error correcting—double byte error detectingCoding for high-performance computer systems requires
(SBC-DBD) codes implemented in GECO are based on tbesign techniques aiming at not only high reliability, but
Reed-Solomon techniques [7] to get systematic codes. Extafso high-speed encoding/decoding and correction circuits and
sion techniques, defined in [6] and [7], are used to deriymrallel data manipulation to maintain high throughput. The
nonsystematic codes with greater valuesrofind n. The implementation advantages offered by the proposed codes
construction of Reed—Solomon codes is based orH€2*), mainly relate to the fact that the codes are systematic and
having as elements the power matri¢es< &) of a nonsingular modular. Being systematic, the information bits are separated
binary matrixZ(b x b), called “companion matrix” of an from the check bits, therefore the codes offer the advantage
irreducible polynomial of degrefg with binary coefficients. A that the encoding/decoding and the data processing can be
dedicated object, Transformator, has been developed from gig@gformed in parallel.

primitive polynomial of degreé. The elements of the GE®) In n-modularized codes [7], the parity check matrix can
are addressed by an integerepresenting thebexpongjnt of thebe divided inton parts, called modules, composed of the
matrix 7 in the fieldl" = {0y, T, T?, ---, T* =2, T2’ =1 = same row vectors, but placed in different positions within

I, }. First, a matrix of integer elementg; is generated, where the module. The: modules have the property that the same
each integei corresponds to an element of the @P. Then logic block can be applied, resulting in a great flexibility and
the Transformator receives as inpdt andb and it returns a simplicity during the VLSI implementation. In particular, the
binary matrixH, by substituting each integerof H; with the codes defined by’; are 2-modularized codes, in fact the

I3 _ H1 HQ H3 H4 H5 HG H7 I4 I4 I4 I4 I4 I4 I4 I4 04 (1)
Gx6)=\pr 1, I, I, I, I, I, H H, Hy H, Hy Hs H; O, I,|
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Fig. 1. The SYNDEC logic block for thed,; matrix.

H matrix can be considered as composed of two modulesnlumn of the syndrome configurations related to the odd-

Module 0 (8,) and Module 1 §4;), as follows: bit-per-byte errors (odd-bit-per-byte error pointers). Receiving
C[Hy - Hi- Hg, Oy Iy - I - I, I the relateo! pointers as inputs, the same logic structure, called
H= ‘ BITDEC, is used to compute the Bit Error Pointers for
L - L --- I, I, H ---H;-- Hg, O ) _
< -— N — each data or check bits. The syndromes received by the
Mo My second instancel{) are used in the opposite way; (with
where I, denotes theb x b) identity matrix, the matrices ¢ = 0, 1, -- -, b) for single-bit error pointers and odd-bit-per-

H;(b x b) have been defined ifi, while the(k,+1)th byte byte error pointers whiles; (with i = b+ 1, ---, r) for byte
and the2(K, + 1)th byte are the check bytes. For exampl@Tor pointers. The_ bit error pointers are then used by the error
the aboveH s » ¢1) Matrix can be seen as composed of tweorrector block. Fig. 1 shovv_s an example of the SYNDEC
modulesM, and M, as shown in (2) at the bottom of theblock for the abover,, matrix.
page. The area required is 496 equivalent gates, while each

The proposed high-speed parallel encoding-decoding lodié €rror pointer requires 7.75 equivalent gates. The gate
consists of four main blocks: check bit generator, syndrong@unt of the proposed code represents approximately a 6%
generator, syndrome decoder, and error corrector. The chégerease compared to a conventional decoding logic of a
bit and syndrome generator blocks are constituted by trees(é#, 56) minimum odd-weight-column SEC-DED code. The
Exclusive-OR gates, while the syndrome decoder is constitutgpagation delay to obtain the Bit Error Pointers from the
by two main blocks. The first block, SYNDEC, decodes thgyndromes is four gate-levels. The added propagation delay
syndromes to generate the correction patterns for the sindi@ the proposed code is one gate level.
bit and odd-bit-per-byte errors. The second block, SYNCNT, Finally, the SYNCNT block receives as inputs the syn-
decodes the syndromes and counts the number of asseff@dnes and recognizes the number of asserted syndrome bits.
syndrome bits. Due to the 2-modularized structure of the An example of the logic structure of the SYNCNT block
matrix, the SYNDEC block can be described by instancirl%aVing four syndromes as inputs is shown in Fig. 2 where
the same logic block twice. the outputs are five mutually exclusive lines.

In the first instance Iy), the syndromesS; (with ¢ =
0, 1, ---, b) are used to select the generic column of the matrix
H; and0,, thus recognizing data and check byte errors (byte
error pointers). The syndromés (with ¢ = b+1, b+2, ---, ) Several classes of codes suitable for high-performance
are used to select each column Bf thus recognizing the computer applications have been examined and new coding
single-bit errors (single-bit error pointers), and to select easbhemes have been proposed to extend the protection provided

V. APPLICATION RESULTS AND CONCLUDING REMARKS

H}\/[I H1 HQ H3 H4 H5 HG H7 04 I4 I4 I4 I4 I4 I4 I4 I4 (2)
L I, I, I, L, I, I, I, H H, Hy H, Hs Hs H. O.|

.

My My
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r was manufactured using the Q.m DLM CMOS technology

b supplied by LSI Logic Corporation and packaged into a

;1 - - FOUR 299 CPGA. The application specific integrated circuit (ASIC)

T .
/ S e
r ‘ [ ;

/ / /rﬁ/ : m ZERO 3]
A A A

|

i i ‘ T . [4]
's, S, Is, 'S, 5

Fig. 2. The SYNCNT logic block with four syndromes as inputs.

(6]
by previous SEC-DED-SEC codes. The design of codes is

supported by an automatic tool which generates the pari Y
check matrix and the VHDL description of the logic blocks
implementing the code. (8]
This tool has been used to design a 64 data bit error control
codé inserted in an ASIC developed by Bull Information
Systems in the R&D Laboratories, Pregnana, Italy, for &
shared memory multiprocessor system [13] based on the

PowerPC architecture. The device implements the data cr¢s8 —,

bar architecture among the main memory, four data channels
to processors and the I/O channel and it has been completely
described using VHDL. The 55000 equivalent gates ASIEz]

1European Patent Application Number 938 330 254.4, 1993. United States

Department of Commerce, Patent and Trademark Office, Patent Applicatid:3]
Number 08/248140, 1994.

| successfully operated at full speed (75 MHz) at the first run.
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